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Prevent, React, Respond



2

NOERR_CYBER RISKS

noerr.com/cyberrisks



3

CYBER RISKS_NOERR

Our advice follows 
a 360° approach and 
combines a wide 
range of expertise 
from different 
disciplines.

Dr Daniel Rücker, LL.M.  
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As a full-service law firm with highly specialised 
experts in all areas of law relevant to business, one  
of our strengths is supporting our clients with  
interdisciplinary, highly specialised teams in cases 
where several areas of law converge.

This also means that we put together particu- 
larly effective incident response teams with which  
we can advise clients comprehensively, quickly and  
yet with the necessary thoroughness in the event  
of crisis situations. Such crisis situations include,  
in particular, unannounced investigations by the  
authorities (dawn raids), product recalls, serious  
industrial accidents or major loss events. Such  
crisis situations also include cyber attacks.

Expertise from the areas of IT law, insurance,  
data protection, product safety, criminal law, direc- 
tors’ and officers’ liability, supply chain management  
and (international) litigation is bundled in our inci- 
dent response team as required across all locations.

With such a team, we can ensure that the legal  
framework is observed in the event of a cyber attack.  
We provide support with rapid intervention compe-
tence immediately in the event of a cyber attack  
(“React”), in particular for the long-term pursuit of  
claims against attackers in the event of damage,  
but above all against service providers, insurers and  
institutions (“Respond”). We also provide support  
in preparing for and avoiding cyber attacks in good  
time (“Prevent”).

Preparation 
(Prevent) 

Crisis Response 
(React)

Pursuit of Claims
(Respond) 
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Our Cyber Risks Solution:
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/ NOERR CYBER RISKS

Our 360° approach:
 
 In all three situations, our advice takes a  
comprehensive 360° approach. 

 Within our well-established teams of market- 
recognised experts, we can comprehensively cover 
all relevant legal issues in the event of a cyber 
attack or in preparation for it. This distinguishes us 
from our competitors. 

The most important legal topics in a cyber  
attack are:
• law enforcement and asset recovery
• data protection law and regulatory 
• notification requirements
• cyber insurance
• liability of service providers and corporate bodies

 We will address these in more detail on  
the following pages. In addition, you will find an 
overview of the further legal implications of  
cyber attacks at www.noerr.com/cyberrisks



6

NOERR_CYBER RISKS

/ OUR SERVICES

 Time is of the essence once an attack is disco-
vered. Here, the main concern is to secure evidence 
as quickly as possible, to recover lost data and to 
be able to enforce claims against damaging parties 
or third parties. Most attacks constitute criminal 
offences under German law. In these cases, support 
is offered by the law enforcement authorities. Most 
federal states, including North Rhine-Westphalia, 
Bavaria, Baden-Württemberg or Hesse, maintain 
specialised prosecution offices for the prosecution 
of cyber crime. These authorities have a great deal 
of experience in cyber attacks and can intervene 
quickly and yet cautiously in the case of investigative 
proceedings.

 In addition, German criminal law now offers 
effective possibilities for comprehensive asset 
protection. It may also be possible to clarify payment 
flows with the help of the investigating authorities.

 We are in close contact with investigating aut-
horities and can assess whether it makes sense to 
make use of them in the event of an attack. In such 
a case, we monitorthe criminal proceedings and 
ensure that the investigative measures do not impair 
the company's activities.

Law enforcement and asset recovery
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 After a cyber attack, the company must without 
undue delay, at the latest within 72 hours, check 
whether the incident has to be reported and, if 
necessary, notify the supervisory authorities of the 
attack within the aforementioned period. Proces-
sors are subject to analogous notification obligati-
ons towards their client.

For operators of critical infrastructure and digital 
services, there are further obligations to report 
incidents to the Federal Office for Information 
Security. In addition, there are special legal repor-
ting obligations, for example for operators of public 
telecommunications networks and providers of 

publicly accessible telecommunications services, 
for operators of energy supply networks and energy 
plants and for holders of nuclear licences.

Data protection law and 
regulatory notification obligations
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 If the company has taken out insurance to cover 
damage caused by the cyber attack, it must fulfil its 
obligations under insurance law in the event of any 
claim. Typically, the company has to notify the insurer 
of any cyber attack without undue delay after such an 
attack has become known to the company.

 In advance, it must be checked whether the 
usually existing insurance products cover a cyber in-
cident or whether the conclusion of a cyber insurance 
policy in particular makes sense. Here, the company 
must check which specific risks are covered, because 
not all products offered also cover all variants of a 
denial-of-service attack or damage due to employee 
misconduct.

 We provide support in the fulfilment of obliga-
tions under insurance law and preventive support in 
the review of existing insurance cover.

 A central role after a cyber attack is the  
pursuit of claims by the attacked company against 
the damaging party and third parties. Existing claims 
against the actual attackers often lead nowhere, so 
the company will primarily resort to claims against 
external service providers. These come into conside-
ration if the software used at the attacked company 
does not correspond to the state of the art or has 
security gaps.

 Cyber security is a management task. In ad-
dition to further claims against the insurer, claims 
against corporate bodies are therefore always obvi-
ous in the event that only inadequate protective mea-
sures were taken. Claims against the management 
and the D&O insurer behind it are obvious, insofar 
as the claim, as is often the case, is not adequately 
covered by other insurance policies. In the USA, the 
first liability suits against managers have already 
occurred and ended in high settlements.

 We support you in checking the existence of 
liability claims against corporate bodies or D&O 
insurers and, if necessary, enforce them for you.

Cyber insurance
Liability of service providers 
and corporate bodies
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Liability of service providers 
and corporate bodies

The following references provide an overview 
of our firm’s advisory services in relevant reference 
projects over the past years.

One of the strengths of our firm is that we  
combine a broad range of expertise in many areas  
of law and can cover legal areas with several  
experts. The following reference cases are therefore 
primarily intended to illustrate the range of our  
advice in comparable situations, i.e. on cyber attacks 
and related projects. Our duty of confidentiality, 
in addition to the sensitivity of the subject matter, 
prohibits us from naming clients or describing the 
matter in a way that allows conclusions to be drawn 
about the client, unless explicit consent has been 
given. For this reason, many of the reference cases 
mentioned below have been rendered anonymous 
and/or abbreviated in the description of their content. 
 
Internationally active German fashion company 
Comprehensive advice on a ransomware attack  
with a complete breakdown of the IT systems, 
including coordination of notifications to authorities, 
customers and service providers and support in  
the investigation process

 

Internationally active logistics service provider  
Comprehensive advice in the context of a ransom-
ware attack including official notifications and  
support in criminal investigation proceedings

. 
Fortune 500 company 
CEO fraud in the tens of millions with compre- 
hensive advice on asset recovery and recourse to  
the commercial bank

 
European cyber security company  
Insurance regulatory advice on data security and 
cyber risks

 
German Bundesliga club 
Advice on illegal access to player and talent scouting 
database 
 
German branch of a Japanese insurer 
Advice on the development of cyber insurance

/ REFERENCES
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/ ABOUT NOERR

Noerr stands for excellence and an entrepre-
neurial approach. With highly experienced teams of 
strong characters, Noerr devises and implements 
solutions for the most complex and sophisticated 
legal challenges. United by a set of shared values, 
the firm’s 500+ professionals are driven by one goal: 
our client’s success. Listed groups and multinational 
companies, large and medium-sized family busines-
ses as well as financial institutions and international 
investors all call on the firm.

Entrepreneurial thinking
Noerr’s advisors make their clients’ challenges 

their own and are always thinking one step ahead.  
In doing so, they assume responsibility and are at 
liberty to make their own decisions. The firm is 
committed to always going the extra mile for its 
clients and to resolving complex matters with the 
perfect mix of experience, excellence and sound 
judgement.

Innovative solutions
In complex and dynamic markets new  

approaches are regularly required – and delivered  
by experts who bring both the know-how and the  
necessary passion. This is precisely what Noerr 
excels at: implementing integrated and innovative 
solutions in the most efficient way.

Global reach
As one of the leading European law firms,  

Noerr is also internationally renowned. With offices 
in eleven countries and a global network of top- 
ranked “best friends” law firms, Noerr is able to 
offer its clients truly cross-border advice. 

 

In addition, Noerr is the exclusive member 
firm in Germany for Lex Mundi, the world’s leading 
network of independent law firms with in-depth 
experience in 100+ countries worldwide.
 
Capacity in Central and Eastern Europe 

Noerr has long had its own offices in all major 
Central and Eastern European capitals. The firm 
regularly advises on greenfield investments, joint 
ventures, acquisitions and divestments in Central 
and Eastern Europe by investors from all over the 
world. With more than 100 professionals, Noerr is 
one of the leading law firms in the region.

Noerr Group
Noerr PartGmbB – Noerr Consulting AG – 

TEAM Treuhand GmbH – NOERR AG Wirtschaftsprü-
fungsgesellschaft Steuerberatungsgesellschaft
 
Offices 

Alicante, Berlin, Bratislava, Brussels,  
Bucharest, Budapest, Dresden, Düsseldorf,  
Frankfurt, Hamburg, London, Moscow, Munich,  
New York, Prague, Warsaw
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/ YOUR CONTACTS

Dr Daniel Rücker, LL.M.
Rechtsanwalt
Partner
Head of Data Privacy
Practice Group: Digital Business

daniel.ruecker@noerr.com

Munich
T +49 89 28628457

Expertise
• Data protection law
• Data Protection Litigation
• IT-Compliance
• IT contract law

Dr Sarah Schmidt-Versteyl, LL.M.
Rechtsanwältin
Partner
Practice Group: Corporate & Financial Litigation
Practice Group: Compliance & Investigations

sarah.schmidt-versteyl@noerr.com

Düsseldorf
T +49 211 49986279

Expertise
• National and international litigation  

and arbitration
• Corporate litigation, especially post-M&A  

disputes, D&O liability, shareholder disputes,  
finance disputes

• Commercial disputes
• Cyber litigation
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Lucie Gerhardt 
Rechtsanwältin
Associated Partner
Practice Group: Arbitration
Practice Group: Compliance & Investigations

lucie.gerhardt@noerr.com

Frankfurt am Main
T +49 69 971477186 

Kompetenzen
• International arbitration
• International litigation
• Liability law, civil and commercial law
• International private law
• Investment law
• Incident response to cyber attacks  

and cyber disputes

Karolin Fitzer
Rechtsanwältin
Associated Partner
Practice Group: Compliance & Investigations

karolin.fitzer@noerr.com 

Frankfurt am Main
T +49 69 971477219

Expertise
• Commercial Criminal Law
• Compliance
• Internal Investigations
• Corporate Criminal Law
• Coordination with law enforcement  

authorities in relation to cyber attacks
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/ LEGAL AWARDS

Law Firm of the Year  
 
  
 

 

 

 
            
 

Juve Awards  
2021

Law Firm of the Year  
for Banking & Finance 
and Corporate 
  
  
 

 

 

Juve Awards  
2021

Germany M&A Legal  
Adviser of the Year 
  
  
 

 

 

 

Mergermarket Europe M&A Awards 
2020

Law Firm of the Year 
Germany 
 
  
 

 

 
            
 

Chambers Europe Awards  
2020

Law Firm of the Year  
for Insolvency and  
Restructuring 

 

 

 

 
            
 

Juve Awards  
2020

European Law Firm 
of the Year und Law Firm 
of the Year: Germany 

 

 

 

 
            
 

The Lawyer European Awards  
2019

WINNER
European law firm 

of the year

WINNER
Law firm of the year: 

Germany
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/ OUR OFFICES

Alicante
Noerr Alicante IP, S.L.
Avenida México 20
03008 Alicante
Spain
T +34 96 5980480

Berlin
Noerr
Partnerschaftsgesellschaft mbB
Charlottenstraße 57
10117 Berlin
Germany
T +49 30 20942000

Bratislava
Noerr s.r.o.
AC Diplomat
Palisády 29/A
811 06 Bratislava
Slovak Republic
T +421 2 59101010

Brussels
Noerr
Partnerschaftsgesellschaft mbB
Boulevard du Régent 47–48
1000 Brussels
Belgium
T +32 2 2745570

Bucharest
S.P.R.L.
Menzer & Bachmann - Noerr
Calea Victoriei nr. 174
Corp A, Sector 1
010097 Bucharest
Romania
T +40 21 3125888

Budapest
Noerr & Partners Law Office
Fő utca 14–18
1011 Budapest
Hungary
T +36 1 2240900

Dresden
Noerr
Partnerschaftsgesellschaft mbB
Paul-Schwarze-Straße 2
01097 Dresden
Germany
T +49 351 816600

Düsseldorf
Noerr
Partnerschaftsgesellschaft mbB
Speditionstraße 1
40221 Düsseldorf
Germany
T +49 211 499860

Frankfurt am Main
Noerr
Partnerschaftsgesellschaft mbB
Börsenstraße 1
60313 Frankfurt am Main
Germany
T +49 69 9714770

Hamburg
Noerr
Partnerschaftsgesellschaft mbB
Jungfernstieg 51
20354 Hamburg
Germany
T +49 40 3003970

London
Noerr
Partnerschaftsgesellschaft mbB
Tower 42
25 Old Broad Street
London EC2N 1HQ
United Kingdom
T +44 20 75624330

Moscow
Noerr OOO
1-ya Brestskaya ul. 29
P.O.B. 247, 125047 Moscow
Russian Federation
T +7 495 7995696

Munich
Noerr
Partnerschaftsgesellschaft mbB
Brienner Straße 28
80333 Munich
Germany
T +49 89 286280

New York
Noerr
Partnerschaftsgesellschaft mbB
Representative Office
885 Third Avenue, Suite 2610
New York, NY 10022
USA
T +1 212 4331396

Prague
Noerr s. r. o.
Na Poříčí 1079/3a
110 00 Prague 1
Czech Republic
T +420 233112111

Warsaw
Noerr Biedecki sp.k.
Al. Jerozolimskie 93
02-001 Warsaw
Poland
T +48 22 3788500
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