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PREFACE

This sixth edition of 7he Financial Technology Law Review is published after another
rollercoaster year for crypto in particular, but also for many other fintech projects.

Bitcoin, and with it many other cryptocurrencies, soared to all-time highs in 2021, but
dropped to less than a third of their value since April 2022 (although a limited recovery was
made in 2023). This caused problems for a country like El Salvador, which declared Bitcoin
as an official currency of the country (together with the US dollar). More than 50 central
banks worldwide researched or even implemented blockchain-based central bank digital
currencies (CBDC:s), from Iran to the United States, the European Union and China. The
Bahamas may have been the first to launch, in 2020, a CBDC, but it will not remain the
only country to do so.

In addition to CBDCs and the metaverse, media attention in early 2022 focused on
non-fungible tokens and decentralised finance (DeFi). While many DeFi projects build on
the initial Bitcoin dream of creating a decentralised, trustless financial ecosystem, whether
DeFi will be able to impact traditional financial market participants significantly remains to
be seen. Crypto exchanges started to list at traditional exchanges, and in many countries there
are now well-established investment products focused on cryptocurrencies, DeFi projects or
fintech startups. Hence, fintech may claim to have become an established part of the financial
ecosystem from also an investment perspective. However, this is only one side of the coin.

The year 2022 will be remembered most likely not for the establishment of a mature
fintech ecosystem, but rather for the problems of crypto (cryptocurrencies did not recover in
2022 so that talk was again of a crypto-winter), the massive layoffs of many fintech companies
(one of the first one to do so was online mortgage lender Better.com) and scandals: in the
summer of 2022, the crypto hedge fund “Three Arrows Capital’ was liquidated. The Wirecard
case, albeit dating back to 2020, went to court at the end of 2022 (a verdict is not expected
until 2024) and this case draws attention again to the risks of fraud. The biggest scandal was
related to the implosion of FTX, the world’s second largest crypto exchange after Binance,
which then led to the bankruptcy of other companies such as BlockFi and the Chapter 11
application of Genesis.

Unsurprisingly, new regulations were thus urgently welcomed by the crypto community.
In the European Union, the much debated Markets in Crypto Assets (MiCA) Regulation has
been approved and is expected to enter into force in early 2023. MiCA regulates primary
market activities and the access to secondary markets as well as certain crypto-related
services. It covers not only asset tokens but also all other crypto assets, including Bitcoin
and utility tokens, but does not cover securities or unique cryptoassets (i.e., true NFTs). In
the United States, there are several initiatives that are pending, on which Congress should
pass legislation, addressing risks that digital assets pose to the financial system. The Bank for
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International Settlement (BIS) completed a pilot in October 2022 with four central banks on
the use of CBDCs by commercial banks for real-value transactions across borders. However,
in December, BIS also set a standard and limit (to be implemented by 1 January 2025) on
the banks’ exposure to crypto markets by establishing a limit of 2 per cent for crypto reserves
at banks.

Therefore, the outlook for 2023 is promising with more regulated ecosystems, which may
widen the gap between jurisdictions with regulations and jurisdictions without (or without
sufficiently suitable or enforced regulations). Regtech may profit from this. Furthermore,
artificial intelligence seems to have reached a stage where it will be widely adapted. Data may
be more widely shared and systems could become more interconnected. Finally, the service
offerings in the metaverse may become more successful. Furthermore, banks could start to
play a much bigger role, as ecosystems become more mature (and banks more tech-savvy).

These developments mean that it is worth watching out for new opportunities that
regulations will create. National solutions will continue to vary considerably between
jurisdictions. Hence, a structured collection of overviews of certain aspects of fintech law and
regulation such as 7he Financial Technology Law Review continues to be valuable not only for
the international practitioner, but also for anyone who looks for inspiration on how to deal
with unaddressed and unexpected issues under the national law of any country.

The authors of this publication are from the most widely respected law firms in their
jurisdictions. They each have a proven record of experience in the field of fintech; they know
both the law and how it is applied. We hope that you will find their experience invaluable
and enlightening when dealing with any of the varied issues fintech raises in the legal and
regulatory field.

The emphasis of this collection is on the law and practice of each of the jurisdictions,
but discussion of emerging or unsettled issues has been provided where appropriate. The
views expressed are those of the authors and not of their firms, the editor or the publisher. In
a fast-changing environment, every effort has been made to provide the latest intelligence on
the current status of the law.

Thomas A Frick
Niederer Kraft Frey
Zurich

April 2023
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Chapter 7

GERMANY

Jens H Kunz'

I OVERVIEW

The financial technology (fintech) market in Germany has demonstrated a remarkable
resilience and, in 2021, reached record figures despite the challenges caused by the
covid-19 pandemic. In 2022, however, with its various economic and political issues at the
European and global level, including rapidly increasing interest rates, a general decline in
the market could be observed, which has also affected the German fintech sector. From a
more general perspective, the German fintech market is quite consolidated. At the same
time, constant developments of innovative digital solutions in such fields as digital payments
and neo-brokering, as well as recent trends and phenomena, including big data, artificial
intelligence (AI) and distributed ledger technologies (DLTs), still have a disruptive potential.?

After the record year in 2021 and a difficult year 2022, 2023 is expected to be a year
of further consolidation in the German fintech industry.> Some commentators take the view
that Germany is currently at the crossroads of the fintech market. Banking software services
providers and fintechs in the cashless payments segment are especially expected to further
prosper.” According to a recent study, the value of the German fintech market could increase
by over €280 billion if fast and consequent changes are implemented, including a wider
and improved access to fintech products and services for consumers, attracting international
talents, an increase in domestic funding and support from the regulatory environment.® At
the same time, three out of 10 leading financial services providers on the German market
based on valuation are fintech companies.” As at the end of 2022, Germany had 32 startup
unicorns, including some well-known fintech neo-banks, neo-brokers, insurtechs and
banking software providers with one German neo-bank scratching the ‘decacorn’ threshold.®

1 Jens H Kunz is a partner and co-head of Financial Services Regulation Practice Group at Noerr
Partnerschaftsgesellschaft mbB.

2 https://www.handelsblatt.com/finanzen/banken-versicherungen/banken/finanz-start-ups-deutschlan
d-befindet-sich-am-scheideweg-fintech-standort-2023-auf-dem-pruefstand/28884614.html.

3 ibid.

4 ibid.

5 ibid.

6 ‘Europiische Fintech-Champions — Made in Germany’, McKinsey & Company: www.mckinsey.com/de/
publikationen/fintech-germany-report-2022.

7 ibid.

8 www.startbase.de/reports/diese-deutschen-start-ups-haben-einhornstatus.
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The year 2022 brought six new startup unicorns, including one fintech tax app.” Since the
beginning of 2023, six noteworthy double-digit million fundings in fintech companies in
Germany have been reported.'

Fintech-related topics have been intensively discussed in Germany, not only by market
participants but also by regulatory authorities and politicians. In September 2022, the
German Federal Financial Supervisory Authority (BaFin) launched the FinTech Innovation
Hub, a platform aimed at offering information and answering frequently asked questions
on financial regulation and regulatory licensing as well as improving the dialogue between
BaFin and innovative fintech service providers.'' Among the most frequent fintech business
models, BaFin addresses automated and signal-based advice and trading systems, including
robo-advice, digital banking and neo-banks, innovative payment methods, open banking
and open finance, regtech, activities relating to DLT, blockchain and cryptoassets, including
decentralised finance (DeFi) and decentralised autonomous organisations (DAOs) together
with cryptoassets.'* At the same time, BaFin considers the risks related to digitalisation and, in
particular, cryptoassets, DeFi and Al along with machine learning and quantum computing
(QC) among the risks in BaFin’s focus for 2023."

In general, the regulatory approach to fintech business both in Germany and in EU
is technology-neutral; that is, the principle of ‘same business, same risk, same regulation’
is being pursued.” At both the EU and German legislative level, significant changes can
be observed in the past months and years as regards those financial regulations applicable
to fintech and further changes can be expected. In 2020, the German federal legislator
introduced statutory provisions according to which crypto values explicitly qualify as financial
instruments for financial licensing purposes and crypto custody business became subject to
a licence requirement under the German Banking Act (KWG). Furthermore, in 2021, the
German securities law was fundamentally changed allowing for partial dematerialisation of
certain securities and crypto securities registers based on DLT. The introduction of electronic
securities implemented one of the key points of the German governments blockchain
strategy.”® In 2022, a new regulation came into force in Germany, pursuant to which units in
investment funds and in individual fund classes may be issued as crypto-fund units.

At the EU level, in September 2020, the European Commission published the Digital
Finance Package,'® including a proposal for an EU-wide framework for cryptoassets, DLT
pilot regime and sandbox model and digital operation resilience for the financial sector — the
latter two having in the meantime been adopted as EU-wide regulations. Other relevant
regulations include regulation on crowdfunding service providers and a proposal for a
regulation in the field of Al

9 ibid.

10 https://finanz-szene.de/fintech/welche-33-fintechs-in-der-krise-funden-koennen-und-ihre-bewertungen.

11 www.bafin.de/SharedDocs/Veroeffentlichungen/DE/Meldung/2022/meldung_2022_09_02_FinTech_
Innovation_Hub.html.

12 www.bafin.de/EN/Aufsicht/FinTech/Geschaeftsmodelle/geschaeftsmodelle_node_
en.htmljsessionid=6D7F88494CBD4F017482799E7C4D39E1.1_cid502.

13 www.bafin.de/SharedDocs/Downloads/DE/Fokusrisiken/2023_Fokusrisiken.html.

14 www.bafin.de/EN/Aufsicht/FinTech/fintech_node_en.html.

15 Blockchain-Strategie der Bundesregierung: www.bmwi.de/Redaktion/DE/Publikationen/Digitale-Welt/
blockchain-strategie.pdf?__blob=publicationFile&amp;v=22.

16 European Commission, Communication: Digital finance package: 24 September 2020, https://ec.europa.
eu/info/publications/200924-digital-finance-proposals_en.
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The recent legislative and regulatory activities indicate that the German and EU
lawmakers realised the need to provide an explicit legal framework for innovative business
models and services. This applies also to consolidated supervision. In October 2021, the
European Commission published a Banking Package,"” which is aimed to increase regulators’
supervisory powers, including consolidated supervision of groups headed by fintech
companies or including, in addition to institutions, other entities that engage directly or
indirectly in financial activities. The legislative procedure is pending.

As far as public funding instruments for fintech companies are concerned, the German
Federal Ministry of Economic Affairs and Climate Action has set up the programme
‘INVEST” to help startups raise venture capital since 2013. If business angels purchase shares
of newly founded innovative companies and hold them for more than three years, 25 per
cent of their original investment will be reimbursed by the state up to a limit of €100,000
per investor and up to €50,000 per individual investment.'® To qualify for the programme,
investors have to spend at least €10,000." Investors who are natural persons can also receive
an exit compensation of the tax due on capital gain up to 25 per cent of the gain realised from
the sale of shares purchased with the INVEST’ subsidy.? The German Federal Ministry of
Economic Affairs and Climate Action has further set up the programme ‘EXIST’ supporting

! and it is also

research networks, universities and non-university research institutions,’
invested — together with KfW Capital and other public and private investors — in High-Tech
Griinderfonds, a public-private venture capital investment firm focused on high-tech
startups.”? On a larger scale, the German federal government has established a Federal Future
Fund, which comprises several building blocks to support the various development phases of
innovative technology companies with a focus on growth financing within which, in total, ca.
€10 billion is to be invested by 2030.% Already in 2019, the German government started a
Venture Tech Growth Financing (VIGF) programme, which in 2022 was further developed
as VIGF 2.0 to make available €1.2 billion for joint financing with private lenders from €1
million to €125 million each across all growth phases.”® A prerequisite for financing under
VTGF 2.0 is the involvement of a private lender as a financing partner with a financing
share of usually 50 per cent on equal terms (pari passu).” Furthermore, the German Federal
Government provides additional funds up to €1 billion to be invested in the coming years
via the DeepTech & Climate Fund (DTCF), developed by the German Federal Ministry of

Finance together with the German Federal Ministry of Economic Affairs and Climate Action.*

17 European Commission, Banking package, 26 October 2021: https://finance.ec.curopa.cu/publications/
banking-package_en.

18 See German Federal Ministry for Economics: www.bmwi.de/Redaktion/DE/Dossiet/invest.html.
19 ibid.
20 ibid.

21 www.exist.de/EXIST/Navigation/EN/About_EXIST/about_exist.html.

22 www.hegf.de/en.

23 www.bundesfinanzministerium.de/Content/DE/Pressemitteilungen/Finanzpolitik/20
22/08/2022-08-01-venture-tech-growth-financing. heml?cms_pk_kwd=01.08.2022_
Venture+Tech+Growth+Financing+N%C3%A4chster+Baustein+des+Zukunfisfonds+startet®cms_pk_
campaign=Newsletter-01.08.2022.

24 ibid.

25 ibid.

26 www.bundesfinanzministerium.de/Content/DE/Pressemitteilungen/Finanzpolitik/2023/02/2023-0
2-02-cine-milliarde-fuer-zukunftstechnologien-im-deep-tech-bereich.html?ems_pk_kwd=24.02.2023_
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DTCEF will focus on the capital-intensive growth phase of companies in the deep-tech and
climate-tech sectors, including robotics, Al, QC, digital health, new energy and smart city.”
Preparatory works started in Q4 and the first investment is about to be closed.?

The potential of digitalisation has also been recognised by central regulators for the
purposes of the monetary system. In particular, the Governing Council of the European
Central Bank (ECB) has decided to work on the development of a digital euro, which would
be an electronic form of a legal tender, introduced for the use by natural persons and firms
alongside cash.” In July 2021, the Governing Council of the ECB decided to launch the
investigation phase of the digital euro project, which started in October 2021 and will last
two years. It remains to be seen what the outcome of the investigation phase will be and
whether the path towards a digital euro will be pursued.?

I REGULATION

i Licensing and marketing

The general rules apply to licensing and marketing of fintech companies in Germany.

Because there is no specific fintech licence available in Germany, the regulation of fintech

companies depends ultimately on the business they carry out. This again results from the

technology-neutral ‘same business, same risk, same rules’ approach. The entire array of licences
and marketing restrictions may therefore become relevant for fintech business models.
In particular, the following types of licences have to be taken into account:

a licence pursuant to Section 32(1) of the Banking Act (KWG) for providing banking
businesses within the meaning of Section 1(1), sentence 2 of the KWG;

4 licence pursuant to Section 15(1) of the recently introduced Securities Institutions
Act (WpIG) implementing Directive (EU) 2019/2034 on the prudential supervision
of investment firms or pursuant to Section 32(1) of the KWG for providing financial
services within the meaning of Section 2(2) of the WpIG and Section 1(1a), sentence
2 of the KWG (including, since 1 January 2020, the crypto custody business within
the meaning of Section 1(1a), sentence 2, No. 6 of the KWG, and, since 10 June 2021,
the maintenance of the crypto securities register pursuant to Section 16 of the recently
adopted Act on Electronic Securities (eWpG) within the meaning of Section 1(1a),
sentence 2, No. 8 of the KWG, which are of particular relevance for fintech companies);

c licence pursuant to Section 10(1) of the Payment Services Supervisory Act (ZAG) for
providing payment services or pursuant to Section 11 of the ZAG for the issuance of
e-money;

d licence pursuant to Section 20(1) of the Capital Investment Code (KAGB) or, less
burdensome, the mere registration pursuant to Section 44(1) of the KAGB for offering
collective asset/funds management;

Eine+Milliarde+f%C3%BCr+Zukunftstechnologien+im+Deep-Tech-Bereich&cms_pk_
campaign=Newsletter-24.02.2023.

27 ibid.

28 ibid.

29 European Central Bank, Report on a digital euro, October 2020: www.ecb.europa.eu/pub/pdf/other/
Report_on_a_digital_curo-4d7268b458.en.pdf.

30  The ECB published on 21 December 2022 already the second progress report on the investigation phase of

a digital euro (see https://www.ecb.europa.eu/paym/intro/news/html/ecb.mipnews221221.en.html.
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e licence pursuant to Sections 34c, 34d and 34f of the Industrial Code (GewO) for the
brokerage of loans, insurance contracts and certain financial products; and

f licence pursuant to Section 8(1) of the Insurance Supervisory Act for conducting
insurance business.

In addition, the EU-wide Regulation (EU) 2020/1503 on European crowdfunding
service providers for business (ECSPR) has applied since November 2021, which requires
crowdfunding services providers to obtain authorisation from the national supervisory
authority (in Germany, BaFin), whereby crowdfunding services may be still provided in
accordance with national laws within the extended transitional period until 10 November2023.

Under German law, a licence requirement is generally triggered if one intends to
provide, in Germany, commercially, or on a scale that requires commercially organised
business undertaking one of the services listed in the comprehensive catalogues of regulated
activities referred to above. Consequently, it needs to be carefully analysed whether a fintech
business model falls within the scope of one or several of these regulated services.

Depending on the type of licence, different authorities might be competent to grant
the relevant licence. Placing the competent authorities in a hierarchy, the ECB is at the top
with its competence for granting licences for institutions that intend to carry out banking
business that includes lending and deposit-taking business and for most systemic investment
firms. Beneath the ECB, BaFin is the competent authority for institutions that intend to
provide banking business except for lending and deposit taking, including investment services
(other than most systemic investment firms) and other financial services, payment services,
collective asset or funds management and insurance business. The third level in the hierarchy
would consist of the authorities that have been endowed under the German federal state laws
with the competence to grant licences pursuant to the GewO.

All of these types of licences may become relevant for fintech business models. This
can be illustrated by the observation that ‘fintech banks were established in Germany as
institutions holding a banking licence granted by ECB.

Both the requirements to obtain a licence under the German financial supervisory
laws and subsequent ongoing legal requirements depend on the type of licence. For instance,
the requirements to obtain a licence pursuant to Section 15(1) of the WpIG for providing
investment brokerage or investment advice are less tight than to obtain a licence pursuant to
Section 32(1) of the KWG for guarantee or for safe custody business. In this regard, it makes
a significant difference for regulatory purposes whether an institution is entitled to hold
funds or assets for its clients because in this case the regulatory requirements are stricter and
more comprehensive.

The licence requirement for the crypto custody business, introduced under the KWG
in 2020, may be considered the first fintech-specific or at least fintech-focused licence
requirement under German law. The corresponding changes to the KWG were made in the
course of the implementation of the Fifth EU Anti-Money Laundering (AML) Directive®
but without the legal necessity under EU law to make such changes to the KWG. The
relevant Section 1(1a), sentence 2, No. 6 of the KWG defines crypto custody business as
custody, management and safeguarding of crypto values or private cryptographic keys used
to hold, store or transfer crypto values as a service for others. Cryptographic values, which
are now explicitly included in the catalogue of financial instruments under Section 1(11),

31 Directive (EU) 2018/843.
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sentence 1, No. 10 of the KWG, are defined as digital representations of value that are not
issued or guaranteed by a central bank or a public authority, do not possess statutory status
of currency or money, but are accepted by natural or legal persons as a means of exchange or
payment, or that serve investment purposes and that can be transferred, stored and traded
electronically. Consequently, the term crypto value includes not only cryptocurrencies such
as Bitcoin, but also investment tokens. The broad definition of the terms ‘crypto value’ and
‘crypto custody business’ (including the activities relating to private cryptographic keys)
results in a wide scope of the new licence requirement. The KWG, however, provides for
certain relief insofar as crypto custody service providers focusing on this type of financial
service (i.e., that do not carry out any other regulated activities) do not have to meet all
regulatory obligations applying to other providers of financial services. Instead, these crypto
custody service providers are exempted from the general capital and liquidity requirements
under the Capital Requirements Regulation (CRR),* recently amended by CRR I1,** and
some other rules. However, the requirements on the initial capital, reputation of the board
members, proper business organisation and related reporting obligations do apply. Further
guidance with respect to crypto custody business has been provided by BaFin.*

At the same time, the licensing regime that may apply to fintech business models is
constantly evolving in the EU and so in Germany. This includes the changes of the licensing
regime relevant for fintech businesses as introduced by the new EU legislation on European
crowdfunding service providers for business (the ECSPR), which also required changes to
the German legal framework, the proposed EU Markets in Crypto-assets Regulation (MiCA)
and the recent legislation on securities dematerialisation.> Although it would exceed the
given framework to elaborate on the licence requirements for every single fintech-relevant
business model, it may be worth illustrating the licence requirement by reference to the
robo-advice business model, as these have become popular in Germany in recent years.

Generally speaking, a robo-adviser might be subject to a licence requirement pursuant
to Section 15(1) of the WplG, in particular to provide investment brokerage, investment
advice or portfolio management services. BaFin will only grant the necessary licence if,
among other requirements, the applicant has at least €75,000 at its free disposal,®® if its
managing directors are professionally qualified and with an impeccable reputation and if the
applicant can prove that proper risk management will be in place when the regulated business
will be commenced.

By way of exception from this general licence requirement under the WplG, investment
brokerage and investment advice may be provided under the less restrictive licence pursuant
to Section 34f of the GewO; however, only specific financial products may be brokered
or recommended under this privileged licence, which is granted not by BaFin but by the
competent authorities in accordance with the laws of the relevant federal state. An additional
exception is available for tied agents who closely cooperate with a licensed institution.

32 Regulation (EU) No. 575/2013.

33 Regulation (EU) 2019/876.

34 BaFin, Crypto custody business, 2 March 2020: www.bafin.de/SharedDocs/Veroeffentlichungen/EN/
Merkblatt/mb_200302_kryptoverwahrgeschaeft_en.html, as well as BaFin, Guidance on interpreting
Section 64y of the KWG, 19 March 2020: www.bafin.de/SharedDocs/Veroeffentlichungen/EN/
Auslegungsentscheidung/BA/ae_Hinweise_zur_Auslegung 64y_KWG_en.html.

35 For more details, see Section V.

36 More comprehensive capital and other requirements apply if the robo-adviser is entitled to hold the assets

and funds of its clients.
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When robo-advisory models were introduced, some of the service providers offered
robo-advice in the form of investment brokerage by connecting the supply of specific financial
products to customers’ demand for financial instruments. These models try to implement a
structure where the client stays in charge of the investment process so that they make the
ultimate decision to buy or sell a financial instrument. There is, however, a thin line between
investment brokerage and investment advice. BaFin did not pursue a strict approach until
2017, it then made clear that a robo-adviser provides investment advice if clients could get
the impression that the investment proposals presented by the robo-adviser are tailored to
their individual circumstances.?”” The distinction between both types of investment services
becomes relevant for the type of licence that is required and, in practice, more important,
with respect to the requirements with which the robo-adviser must comply in offering its
services. In particular, the suitability report that an investment adviser must prepare and that

8 is, for

aims to show how the recommended financial products suit the needs of the clien
many robo-advisers, a bureaucratic obstacle they would like to avoid.

Both the stricter position of BaFin and the preference not to prepare a suitability
report for each investment have led to many robo-advisers becoming licensed as portfolio
managers.” Providing this type of investment service, however, involves the obligation to
adhere to a comprehensive set of rules of conduct so that robo-advisers must thoroughly
analyse which route suits them best and which type of licence they need for their individual
business model.

With respect to marketing regulations applicable to fintech companies in Germany, the
general rule is that marketing must be fair, transparent and not misleading. These principles
follow from the Act against Unfair Competition but are also included in some of the statutory
provisions for financial services.* Whether additional rules have to be taken into account
depends primarily on the understanding of the term ‘marketing’.

As far as marketing for investment services within the meaning of Section 2(8) of
the Securities Trading Act (WpHG) is concerned (including investment brokerage,
investment advice, portfolio management and underwriting business), it is rather difficult
to distinguish marketing from the rules of conduct for service providers set out in, inter alia,
Section 63 et seq. of the WpHG and a regulation promulgated thereunder (the Regulation
specifying the rules of conduct and organisational requirements for investment services
companies (WpDVerOV)), but also in various delegated regulations promulgated under
the second Markets in Financial Instruments Directive (MiFID II).#" These require that
offerors of investment services provide their potential clients with mandatory information
regarding, for instance, their products (e.g., key information sheets), potential conflicts
of interest and inducements, and that they obtain certain information from their clients.
Further, investment service providers must comply with detailed requirements set out in
the Minimum Requirements for the Compliance Function and Additional Requirements
governing Rules of Conduct, Organisation and Transparency (MaComp), which have been
promulgated by BaFin.

37 Grischuk, ‘Robo-Advice’, BaFin Journal, August 2017, p. 20: www.bafin.de/SharedDocs/Downloads/DE/
BaFinJournal/2017/bj_1708.pdf?__blob=publicationFile&v=6.

38 Section 64(4), Securities Trading Act (WpHG).

39 Section 15(1), Securities Institutions Act (WpIG) within the meaning of Section 2(2), No. 9, WpIG.

40 Section 63(6), WpHG, Section 302, Capital Investment Code and Section 23, KWG.

41 Directive 2014/65/EU.
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Similar rules as for investment services apply to the marketing of funds under Section
298 et seq. of the KAGB. The information obligations for professional or semi-professional
clients are less comprehensive than those for retail clients.

Regarding marketing for payment services, a comprehensive set of pre-contractual
information obligations is provided for in the German Civil Code (BGB) in conjunction
with Article 248 of the Introductory Act to the BGB (EGBGB).

Marketing for certain fintech-related services might entail the obligation to publish
a prospectus. This obligation may be triggered once a public offer for securities or financial
assets has been made in accordance with the Prospectus Act (WpPG) or the Asset Investment
Act (VermAnlG), unless an exemption under the ECSPR applies.

Furthermore, financial market participants are subject to comprehensive organisation,
disclosure and information-related obligations under the EU sustainable finance regime
requiring them to incorporate environmental, social and governance (ESG) standards in their
processes and products. Among other granular requirements, financial market participants are
obliged pursuant to the Disclosure Regulation (EU) 2019/2088 to include in pre-contractual
disclosures the manner, in which sustainability risks are integrated into their investment
decisions, a clear and reasoned explanation of whether, and, if so, how a financial product
considers principal adverse impacts on sustainability factors, the results of the assessment of
the likely impacts of sustainability risks on the returns of the financial products that they
make available and information in respect of a reference benchmark.

Fintech companies in Germany should therefore check whether marketing for their
business is captured by one of the comprehensive legal regimes for marketing.

ii Cross-border issues

As a general rule, the German regulations apply to each service provider conducting its
business in Germany. This means that the rules — particularly the licensing requirement — not
only apply if the service provider has its registered office in Germany but also if it actively
targets the German market cross-border.**

Pure accessibility of the relevant services via the internet in Germany may be considered
sufficient to assume that a service provider is actively targeting the German market. The
regulations apply if the offeror of the relevant services intends the service to be used by
German customers among users of different nationalities.”® If a service provider maintains
its website in German, this is considered to be a strong indication of actively targeting the
German market.

If, however, the provision of regulated services cross-border is concerned, the privilege
to notify German regulators of existing licences from a home Member State within the
European Economic Area might offer an exception from this general rule, which may
appear very strict at the first glance. The European ‘passport’ has been introduced for many
regulated services, such as certain types of banking business, investment services as set out in
Annex 1 of MiFID II, payment services and, recently, by way of the ECSPR, crowdfunding
services. If a service provider has been licensed in its EEA-home Member State, it may
notify its competent supervisory authority of its intent to also offer the regulated services in

42 BaFin, Notes regarding the licensing for conducting cross-border banking business and/or providing
cross-border financial services, April 2005: www.bafin.de/SharedDocs/Veroeffentlichungen/EN/Merkblatt/
mb_050401_grenzueberschreitend_en.heml.

43 See, Federal Administrative Court, decision of 22 April 2009, Az. 8 C 2/09, juris margin: 41.
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Germany.* Generally speaking, the service provider may commence the regulated business
without a separate licence in Germany either on a cross-border basis or through a branch
once the competent supervisory authority in the home Member State has informed BaFin,
which subsequently has confirmed that the service provider may commence its business in
Germany. In this scenario, the supervisory authority in the home Member State is generally
responsible for the supervision of the service provider’s activities in Germany, subject
to certain residual competences of BaFin and the German Federal Bank. Following the
withdrawal of the United Kingdom from the European Union (and the lapse of the transition
period on 31 December 2020) licensed UK companies active in the fintech business may no
longer use the EU passport to offer their services in other Member States (and vice versa)
and generally need to establish a subsidiary in Germany or another EU Member State to
obrtain a licence and comply with EU regulatory requirements, basically as any third-country
licensed institution.

Another possibility for fintech companies to access the German market without being
subject to a licence requirement is to cooperate with a licensed service provider, typically a
bank. These ventures are ‘white label structures’ where a regulated entity (fronting bank)
effectively makes available its licence for the business activities of a third party. For this
purpose, the third party must subordinate its business to the bank’s management by granting
instruction and control rights to the bank, which for regulatory purposes is responsible for
the regulated services.

IIT DIGITAL IDENTITY AND ONBOARDING

To date, there is no generally recognised digital identity available in Germany. However,
it is possible to identify oneself electronically via the internet if the requirements of the
eIDAS Regulation® are met. Details relating to this have been provided for in the Act on
Trust Services.

Regarding the onboarding process as required under the statutory AML and
counterterrorism rules, the Anti-Money Laundering Code (GwG), which was revised as
part of the implementation of the Fifth EU AML Directive, includes various possibilities
for remote identification. However, non-face-to-face business relationships or transactions
may indicate higher AML risks® and thus may trigger enhanced customer due diligence
requirements. BaFin has published the standards for video identification” as well as its
guidance on the interpretation of the GwG,* which are generally rather strict.

44 BaFin, European passport for credit institutions: www.bafin.de/EN/Aufsicht/
BankenFinanzdienstleister/Passporting/Kreditinstitute/kreditinstitute_node_
en.html;jsessionid=10FF715414AC94F46A2E74F887FCE882.1_cid502 and BaFin, European
passport for securities trading firms, www.bafin.de/EN/Aufsicht/BankenFinanzdienstleister/Passporting/
Wertpapierhandelsunternehmen/wertpapierhandelsunternehmen_node_en.html.

45 Regulation (EU) No. 910/2014 on electronic identification and trust services for electronic transactions in
the internal market.

46 See Anti-Money Laundering Code, Annex 2 (factors for potentially higher risk).

47 BaFin, Circular 3/2017 (GW) — Video Identification Procedures: www.bafin.de/SharedDocs/
Veroeffentlichungen/EN/Rundschreiben/2017/rs_1703_gw_videoident_en.html.

48 BaFin, Interpretation and Application Guidance on the German Money Laundering Act: www.
bafin.de/SharedDocs/Downloads/EN/Auslegungsentscheidung/dl_ae_auas_gw2021_en.pdf?__
blob=publicationFile&v=3.
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Possibly, solutions enabling the creation and management of a digital identity will be
available in the EU and therefore also in Germany in the future. At the EU level, efforts can
be observed within the European Self-Sovereign Identity Framework to develop solutions
that could allow EU citizens to create and use their digital identity and that would be
compatible with the eIDAS electronic identification framework. A corresponding initiative is

also pursued in Germany within the project IDunion.?

IV  DIGITAL MARKETS, PAYMENT SERVICES AND FUNDING

Innovative funding solutions and business models related to payment services are typical areas
in which fintech companies conduct business in Germany. Regulators have been struggling
for some years to find a position on collective investment schemes balancing regulation to
protect investors, in particular retail investors, and to allow innovative solutions that may also
serve retail investors’ interests. Eventually, both EU and German legislators concluded that
the regulatory requirements applicable to investment business models shall generally (subject
to limited privileges) also apply to collective investment schemes. Similarly, with regard to
digital markets in general, the German legislator and BaFin apply the technology-neutral
principle of ‘same business, same risk, same regulation’. Therefore, the exact scope of the
applicable requirements, in particular the assessment of whether a licence requirement under
the KWG or the WpIG may be triggered, generally requires an in-depth analysis on the
specific business model and should be reviewed on a case-by-case basis.

At the same time, in light of this common ‘same business, same risk, same regulation’
approach, certain significant legislative developments have recently taken place. The
implementation of the Fifth EU AML Directive into German law at the beginning of
2020 provided a certain level of clarity on the regulatory qualification of activities in the
cryptocurrency or cryptoassets business. As part of the implementation package, the German
federal legislator introduced a legal definition of ‘crypto values” and explicitly included these
in the catalogue of financial instruments under the KWG.” In line with the Fifth EU AML
Directive, the statutory definition of crypto values is broad in scope so that all potential uses
of virtual currencies, including as a means of investment, are covered. On the international
level, these various types of virtual units of value, also described as coins or tokens, are often
referred to collectively as ‘cryptoassets’.”!

In September 2020, the European Commission published the EU Digital Finance
Package,” aiming to develop the digital single market, promote innovation and growth of
fintech startups and adjust the existing regulatory regime to new technologies such as Al

and blockchain.

49 Project IDunion, https://idunion.org/projekt/?lang=en.

50 See Section 1(11), No. 10, KWG.

51 See Financial Stability Board, Crypto-asset markets: Potential channels for future financial stability
implications, 10 October 2018: www.fsb.org/wp-content/uploads/P101018.pdf.

52 European Commission, Communication: Digital finance package, 24 September 2020, https://ec.europa.
eu/info/publications/200924-digital-finance-proposals_en.
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In essence, the EU Digital Finance Package consists of the following:

a  aproposal of an EU-level pilot regime for market infrastructures based on distributed
ledger technology, which has in the meantime been adopted as a DLT Regulation®
and will apply from 23 March 2023 (except for two amending provisions that are
already applicable);

4 a proposal for an EU-wide directly applicable regulation on digital resilience for

the financial sector addressing cybersecurity and information and communication

technology (ICT) related risks, which has also been adopted as the Digital Operational

Resilience Act (DORA)** and shall apply from 17 January 2025;

legislative proposal for an EU markets in cryptoassets regulation (MiCA); and

S

d  aretail payments strategy to facilitate payments in shops and e-commerce.

As far as the payment sector is concerned, in October 2022, the European Commission
published a proposal for a regulation as regards instant credit transfers in euro amending the
SEPA Regulation® and the Cross-border Payments Regulation.*®

In the field of crowdfunding, in October 2020, the EU legislator adopted an EU-wide
regulation setting out a comprehensive regulatory regime for EU crowdfunding service
providers for business, the ECSPR, which has become directly applicable in all EU Member
States as a unified EU standard for lending-based and equity-based crowdfunding since
November 2021 (subject to an extended transitional period).

In Germany, recent key developments relevant for digital markets include recent
legislation providing for the optional partial dematerialisation of securities. For more details
concerning the new rules and proposals referred to above, see Section V.

i Peer-to-peer-lending

The scope of legal provisions applicable to the relevant peer-to-peer-lending model should
be established taking under consideration supervisory law, consumer law and capital market
law. Since 10 November 2021, the special regime for crowdfunding service providers under
the ECSPR and the corresponding provisions of the German law apply.

Supervisory law

Peer-to-peer lending in the form of crowd investing or crowd-lending generally entails
consequences under financial supervisory law from the perspective of possible licensing
requirements and various subsequent obligations applicable to licence holders. In particular,
the licensing requirement for lending business must be considered.”” A licence requirement
is triggered if the lender acts commercially or in a manner that requires a commercially
established business operation. It is sufficient if the lender intends to repeatedly engage in the
lending business to make profits.

Taking of deposits, commercially or on a scale that requires a commercially established
business operation, is also subject to a licensing requirement.”® These requirements may

53 Regulation (EU) No. 2022/858.

54 Regulation (EU) No. 2022/2554.

55 Regulation (EU) No 260/2012.

56 Regulation (EU) No 2021/1230.

57 Section 32(1), KWG in connection with Section 1(1), sentence 2, No. 2, KWG.
58 Section 32(1), KWG in connection with Section 1(1), sentence 2, No. 1, KWG.
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become relevant for all involved parties; for example, the platform, if it keeps the funds
extended by the lenders until the funds are transferred to a single or several borrowers. If the
platform performs this function and transfers funds from the investors to the borrowers, the
platform may also be subject to a licensing requirement under the ZAG for providing payment
services. The licensing requirement under the KWG may become relevant for the investors
who provide the funds extended to either a single borrower or various borrowers. Even the
borrowers may be subject to a licensing requirement for conducting the deposit-taking
business when they receive the funds from the platform or the investors.

Given these regulatory restrictions, peer-to-peer-lending business models in Germany
have typically included a fronting bank that holds a licence for the lending and deposit-taking
business. In these models, the fronting bank extends the loans to the borrowers, and the bank
refinances the loans by selling the repayment claims arising under them to the platform for
on-selling to investors or directly to investors who ultimately receive the repayment claim
against the borrower. The various business transactions between the involved parties relating
to the extension of a loan are interdependent by way of conditions precedent. Therefore,
the bank is only obliged to extend the loan if investors have committed to provide sufficient
funds for the purchase of the repayment claims arising under the loan. The platform, which is
typically a fintech company, is acting in this model as a broker that brings together investors
and borrowers.

This structure is usually not critical for the investors as they only acquire a repayment
claim, which is not subject to a licensing requirement, provided that the acquisitions do not
occur under a framework agreement. In the latter case, a licensing requirement for providing
factoring business could be triggered.”® For the borrowers, this model is not problematic
cither. One might consider whether they engage in deposit-taking business. However, it is
generally recognised under German law that borrowing funds from a licensed bank does
not constitute deposit-taking. The fronting bank has in this model the necessary licences,
so the remaining question is whether the platform performs business activities subject to a
licence requirement. The platform might conduct the factoring business if it acquires the
repayment claims from the bank prior to selling them on to investors. Usually, however,
the factoring business can be avoided by certain structural arrangements. In this case, the
regulated activities of the platform consist of brokering loans (between the bank and the
borrowers) and investments (between the platform or the bank and investors as purchasers of
the repayment claims). These are activities that can be structured to avoid regulation under
the KWG and the WpIG and to ensure that ‘only’ the licence requirements under Sections
34c and 34f of the GewO need to be met. BaFin considers the repayment claims brokered
by the platform to be financial assets within the meaning of the VermAnlG and, therefore,
financial instruments within the meaning of the WpIG, so tha, in principle, the brokering
activity could also be subject to a licensing requirement pursuant to Section 15(1) of the
WplG, which is, however, typically avoided by taking advantage of an exception.

New crowdfunding regulatory regime

Since November 2021, crowdfunding service providers in the European Union have been
subject to a single regulatory regime set out in the ECSPR. The key notion of the ECSPR is
the ‘crowdfunding service’ defined as the matching of business funding interests of investors

59 Section 1(1a), sentence 2, No. 9, KWG.
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and project owners through the use of a crowdfunding platform and that consists of the

facilitation of granting loans or placing without a firm commitment basis, as referred to in

MIFID 1I, of transferable securities and admitted instruments for crowdfunding purposes

issued by project owners or a special purpose vehicle, and the reception and transmission

of client orders in relation to those transferable securities and admitted instruments for
crowdfunding purposes.
The following are outside the scope of the ECSPR:

a crowdfunding services provided to project owners that are consumers (consumer loans
are already subject to a separate regulatory regime provided for in the Consumer Credit
Directive);*°

b services related to crowdfunding services provided in accordance with national laws; and

¢ crowdfunding offers with consideration thresholds exceeding €5 million calculated
over 12 months.

In this regard, the EU Prospectus Regulation® has been amended accordingly so that the
obligation to publish a prospectus does not apply to an offer of securities to the public from a
crowdfunding service provider authorised under the ECSPR provided that it does not exceed
the above threshold. A respective clarifying provision referencing the exemption under the
EU Prospectus Regulation has been included in the German WpPG.

Pursuant to the ECSPR, crowdfunding services providers need to apply for authorisation
from the national supervisory authority in their EU Member State and shall be registered
in a European Securities and Markets Authority (ESMA) register comprising all operating
crowdfunding platforms. The ECSPR sets out unified requirements on the provision of
crowdfunding services, including prudential requirements (safeguards of generally no less
than €25,000), effective and prudent management, minimum due diligence requirements in
respect of project owners to be offered on the crowdfunding platform and requirements on
complaints handling and conflicts of interest. Service providers that hold the authorisation as
a crowdfunding service provider pursuant to Article 12 of the ECSPR are subject to statutory
exemptions from the KWG®* and the WpIG® if and to the extent that they conduct lending,
deposit taking, investment brokering, investment advice, financial portfolio management
or underwriting business, as applicable, only within the scope of the authorisation under
the ECSPR and that they do not conduct any other regulated business subject to a licence
requirement under the KWG or WpIG.

Since the entry into force of the ECSPR, 10 Commission Delegated Regulations and
four Commission Implementing Regulations based on the ECSPR have also entered into
force.** To avoid the risk of market disruptions, Commission Delegated Regulation (EU)
No. 2022/1988 has extended the transitional period during which crowdfunding services

60 Directive (EU) 2008/48/EC.

61 Regulation (EU) 2017/1129.

62 See Section 2(1), No. 8 and Section 2(6), No. 9 of the KWG.

63 See Section 3(1), No. 22 of the WplG.

64 Commission Implementing Regulation (EU) 2022/2122, Commission Implementing Regulation (EU)
2022/2123, Commission Delegated Regulation (EU) 2022/2111, Commission Delegated Regulation (EU)
2022/2117, Commission Delegated Regulation (EU) 2022/2112, Commission Delegated Regulation (EU)
2022/2115, Commission Implementing Regulation (EU) 2022/2121, Commission Delegated Regulation
(EU) 2022/2113, Commission Implementing Regulation (EU) 2022/2120, Commission Delegated
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may still be provided in accordance with national laws until 10 November 2023. In Germany,
the legislative amendments necessary as a result of the entry into force of the ECSPR have
been introduced by the Crowdfunding Accompanying Act (SchwFinBG).

Consumer law

In Germany, as in the European Union generally, relatively strict consumer protection rules
apply. This is also the case for consumer loans. Consequently, a direct contract between the
lender and the borrower brokered by a peer-to-peer lending platform triggers far-reaching
information obligations for the lender under Section 491 et seq. of the BGB, provided that
the lender acts commercially and the borrower is a consumer. Given the typical structure for
peer-to-peer lending platforms in Germany, the fronting bank implemented in the structure
must typically comply with these obligations.

Furthermore, given that peer-to-peer lending platforms typically offer their services
online, the consumer protection rules on distance selling must be considered (Section 312a
et seq. of the BGB). These rules are based on EU law and should in general not differ among
EU Member States.

Capital market law

Generally speaking, from the German capital market point of view, the WpPG and the
VermAnlG have to be considered.

The VermAnlG generally applies to profit participating loans and subordinated loans
and all other investments that grant a claim to interest and repayment. If these investments
are publicly offered, a prospectus or at least an information sheet concerning the investment
must be published, unless certain exceptions apply. The VermAnlG does not apply to a public
offer by a crowdfunding service provider authorised under the ECSPR provided that it does
not exceed the above-mentioned €5 million threshold. Furthermore, under Section 2a of
the VermAnlG, the obligation to publish a prospectus does not apply to investments that
are only brokered via the internet and do not exceed low thresholds ranging from €1,000 to
€10,000 per investment (however, even if this exception applies, an information sheet must
be published).

In the case of public offer of securities within the meaning of the WpPG, a prospectus
must, subject to certain limited exceptions, also be published. However, as mentioned above,
the obligation to publish a prospectus does not apply to an offer of securities to the public
from a crowdfunding service provider authorised under the ECSPR, provided that it does not
exceed the €5 million threshold.

The WpPG obligations have not yet gained material significance in the German fintech
market, except for the very few fintech companies that have used securitisation to refinance.
This might change in the future owing to the rise of initial coin offerings (ICOs).®

Regulation (EU) 2022/2118, Commission Delegated Regulation (EU) 2022/2114, Commission Delegated
Regulation (EU) 2022/2119, Commission Delegated Regulation (EU) 2022/2116 and Commission
Delegated Regulation (EU) 2022/1988.

65 See Section V.ii.
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ii =~ Payment services

The payment services sector was one of the first in the German financial industry in which
fintech companies became active and visible. This is one of the reasons for fragmentation of
the payment services market, which has recently begun to consolidate. Significant changes
from the fintech perspective came with the second Payment Services Directive (PSD 1),
implemented into German law at the beginning of 2018. The revised payment services
regime has offered new business opportunities, especially for nimble fintech companies. The
reason behind this was that account information services and payment initiation services as
new payment services were introduced under the revised ZAG. The providers of these services
have been granted a legal claim for access to payment accounts against the banks that maintain
these payment accounts for their customers. This has been perceived as a game changer insofar
as traditional banks can no longer prevent their competitors from accessing the accounts of
customers who consent to this access (open banking). However, experiences so far suggest
that providing the required application programming interfaces is a time-consuming process.
In addition, some market observers have criticised credit institutions for using the PSD II
rules as an instrument to prevent competition by fintechs (e.g., by no longer offering the
previously established connections via the German independent online banking protocol
(FinTS)).

Further business opportunities have come with additional regulatory burdens. Providing
payment services is generally subject to a licence requirement, unless certain exceptions
apply. The scope of this licence requirement extends to providers of account information and
payment initiation services even though these service providers do not acquire possession
of their customers’ funds at any time. On account of this consideration, the regulatory
requirements for a licence to provide payment initiation or account information services are
less strict than for a licence to provide traditional payment services.

The revised ZAG aims to foster technological innovation and competition on the
payment market.”” Under the relevant provisions (Section 58a of the ZAG) — which have
been labelled by some market observers as ‘Lex Apple Pay’ — payment services providers
and e-money issuers have been granted the right to obtain access to certain key technical
infrastructure. ‘System companies’ contributing through technical infrastructure services
to the provision of payment services or the conduct of e-money business in Germany are
obliged, upon request of a payment services provider or e-money issuer, to make these
technical infrastructure services available and provide necessary access against consideration
and without undue delay. The obligation does not apply if the relevant technical infrastructure
is used by no more than 10 payment services providers or e-money issuers or if the company
has no more than 2 million registered users. The company may also deny access for objective
reasons; for example, if the security and integrity of the technical infrastructure services
would be jeopardised. The recent statutory rules are not based on EU law and are considered
to be a reaction to some system providers refusing to open their systems to facilitate more
competition in the area of mobile payments.

Further changes of the payment services regulatory framework are to be expected. In June
2022, the European Banking Authority (EBA) published an opinion on its technical advice

66 Directive (EU) 2015/2366.

67 See the financial committee report to the draft bill implementing the Fifth EU Anti-Money Laundering
(AML) Directive into German law of 14 November 2019, p. 52: http://dipbt.bundestag.de/dip21/
btd/19/151/1915196.pdf (only available in German).
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on the review of PSD II,*® and between May and August 2022, the European Commission
conducted a two-fold public consultation® that addressed the revision of PSD II and open
finance, both aimed to assess the status quo and determine if the current rules remain fit for
their purpose. Thus, a PSD III can be expected in the coming years.

V  CRYPTOCURRENCIES, INITIAL COIN OFFERINGS (ICO) AND
SECURITY TOKENS

i Cryptocurrencies

Cryptocurrencies such as Bitcoin have undoubtedly created a challenge for the German law
from regulatory, civil law and tax perspectives from the very beginning. Certain clarity has
been achieved by the legal definition of crypto values (such as Bitcoin) in connection with
the implementation of the Fifth EU AML Directive into German law in 2020. Crypto values
have been included in the catalogue of financial instruments under the KWG and the WpIG
so that various activities relating to crypto values are clearly within the scope of certain licence
requirements. Furthermore, the crypto custody business has been introduced as a new type of
financial service, which is subject to a licence requirement under the KWG.

Crypto values are defined as digital representations of a value that is not issued or
guaranteed by a central bank or public authority and does not possess a statutory status of
currency or money, but that is accepted by natural or legal persons as a means of exchange or
payment, or that serves investment purposes and that can be transferred, stored and traded
electronically. This broad definition is aimed at comprising all uses of virtual currencies,
including as a means of investment. So far, the definition of crypto values includes not only
tokens with exchange and payment functions (including cryptocurrencies), which may fall
under the scope of financial instruments as the ‘units of account’ within the meaning of
Section 1(11), sentence 1, No. 7 of the KWG and Section 2(5), No. 7 of the WpIG, but
also tokens used for investment. These security or investment tokens may also qualify as
investment products, debt instruments or units in collective investment schemes under
Section 1(11), sentence 1, Nos. 2, 3 or 5 of the KWG and Section 2(5), Nos. 2, 3 or 5 of
the WpIG.”

Not covered by the definition of crypto values are domestic and foreign legal tender,
electronic money, monetary value stored on payment instruments falling under the limited
network exemption within the meaning of PSD II and payment transactions of providers of
electronic communications networks or services.”! Also not covered are electronic vouchers
for the purchase of goods or services from the issuer or a third party that are intended to
have an economic function in relation to the issuer only through redemption and that are

68 EBA/Op/2022/06: www.eba.europa.cu/sites/default/documents/files/document_library/Publications/
Opinions/2022/Opinion%200d%20PSD2%20review%20%28 EBA-Op-2022-06%29/1036016/
EBA%?275%20response%20t0%20the%20Call%20for%20advice%200n%20the%20review%200f%20
PSD2.pdf.

69 See: https://ec.europa.eu/info/law/better-regulation/have-your-say/initiatives/13331-Paymen
t-services-review-of-EU-rules/public-consultation_en.

70 See legal reasoning to the bill implementing the Fifth EU AML Directive into German law of
9 October 2019, p. 110, http://dipbt.bundestag.de/dip21/btd/19/138/1913827.pdf (only available
in German).

71 See Section 2(1), sentence 2, Nos. 10 and 11, Payment Services Supervisory Act.
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therefore not tradable and, as a result of their design, do not reflect investor-like expectations
regarding the performance of the voucher or the general business performance of the issuer
or a third party in terms of value or accounting.”

The amendments with respect to crypto values reflect, to a certain extent, the
previous administrative practice of BaFin that took the first steps towards the regulation
of cryptocurrencies in Germany by adopting a broad interpretation of the term ‘financial
instrument’ within the meaning of the KWG. This approach was partially criticised and not
shared in a ruling of a higher regional court in criminal proceedings.”

The recent changes of the KWG, which subsequently have been reflected in the
WpIG, have resolved the controversy on the qualification of cryptocurrencies as financial
instruments and have, in doing so, contributed to more legal clarity. However, the German
legislator only changed the definition of ‘financial instrument’ for the purpose of the licensing
requirement but not with regard to the conduct rules set out in the WpHG, which effectively
reflect the MiFID II provisions. Therefore, a service provider operating a marketplace for
cryptocurrencies may fall within the licence requirement for an operator of multilateral
trading facilities within the meaning of the KWG and WpIG but may not be obliged to
adhere to the rules of conduct set out for these operators in the WpHG.

Against this background, one should thoroughly analyse the legal risks related to relevant
business models and assess whether and which licence requirements and conduct rules may
apply. In particular, buying and purchasing cryptocurrencies in the service provider’s own
name for the account of others may constitute banking business in the form of principal
brokering business.”* Furthermore, brokering cryptocurrencies may constitute for licensing
purposes investment brokerage,” whereas advising on the purchase or sale of cryptocurrencies
may be considered investment advice.”® In addition, the operation of a platform on which
cryptocurrencies can be traded may qualify as a multilateral trading platform within the
meaning of Section 2(2), No. 6 of the WplG, and may therefore be subject to a licence
requirement.”” The activity involving custody, management and safeguarding of crypto values
or private cryptographic keys may also fall within the scope of the recently regulated crypto
custody business. This new type of financial service and the related licence requirement may
be relevant for domestic companies as well as cross-border service providers and their agents
that intend to offer, or have already been offering, these services.”®

However, neither the mining nor the purchase or sale of cryptocurrencies in one’s
own name and for one’s own account is subject to a licence requirement. Therefore,
cryptocurrencies may generally be used as means of payment and generated by mining
without any special permission.

From a civil law perspective, many questions have not yet definitively been answered.
The uncertainty starts with the applicable jurisdiction and laws generally for a cryptocurrency.
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These questions become relevant if, for instance, cryptocurrency units are transferred or
pledged. Furthermore, it is still unclear which disclosure and information obligations apply
in cryptocurrency transactions.

Interestingly, the usually complex tax analysis has at least partly been clarified for
cryptocurrencies through a decision by the European Court of Justice.”

According to the principles of this decision that were incorporated into German tax
law,® exchanging regular currencies into Bitcoin (or comparable cryptocurrencies) and vice
versa shall be tax-free with respect to value added tax according to Section 4, No. 8b of the
Turnover Tax Code. In addition, using Bitcoin or comparable cryptocurrencies as payment
and the process of mining are tax-free.

Other transactions concerning cryptocurrencies may, however, be affected by tax law.

As regards treatment of cryptocurrencies from the income tax perspective, the German
Federal Ministry of Finance published in May 2022 ‘Individual questions on treatment
of virtual currencies and other tokens under German Income Tax Law’.®! Among other
matters, profits from the sale of units of virtual currency and other tokens held as private
assets constitute income from private sales transactions under German Income Tax Law if the
length of time between acquisition and sale is no more than one year.*? Thus, after one year
such profits generally become tax free.

From an accounting perspective, cryptocurrency units such as Bitcoin are transferable
so that it appears necessary to account for them as assets on the balance sheet.

If they qualify as assets that support the business for only a short period (current assets),
they may have to be recorded as ‘other assets” according to Section 266(2), B 11, No. 4 of the
Commercial Code (HGB).® If the cryptocurrency units qualify as assets that support the
business for a long period (fixed assets), they should be accounted for as acquired immaterial
assets according to Section 266(2), A I, No. 2 of the HGB.*

ii ~ ICOs

ICOs are sales of virtual tokens to raise funds for general corporate purposes or a specific

project typically described in more detail in a white paper. Depending on the structure of the

ICO, tokens may be bought with regular or virtual currencies and may grant specific rights,

such as participation rights and profit shares, or no right at all. While the discussions and

structures of ICOs and tokens are still in flux, tokens that can be offered in an ICO may be

categorised as follows:

a cryptocurrency tokens are meant to pay for goods or services external to the platform or
not only exclusively between the platform and its users but also between users;

4 utility tokens are supposed to convey some functional utility to token holders other
than or in addition to payment for goods or services, in the form of access to a product

79 See European Court of Justice (CJEU), decision of 22 October 2015, C-264/14, V, Hedqguist.
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or service. These tokens come with particular rights, such as a right of access to a future
service, a right to redeem the token for another token or service or voting rights, which
are often designed to shape the functionality of the product; and

¢ security tokens are comparable to traditional securities set out in Article 4(1)(44) of
MiFID II, such as conventional debt or equity instruments.®

This rough categorisation, which corresponds to the general approach pursued by BaFin,
illustrates that tokens may differ significantly. Following the amendments to the KWG, as
from 1 January 2020, tokens with exchange and payment functions and tokens used for
investment (for example, security tokens and investment tokens) are likely to fall within
the broad definition of cryptographic values, and thus constitute financial instruments
under the KWG (aside from possible classification of these tokens as other types of financial
instruments, which is to be assessed on a case-by-case basis) and the WpIG.*

Consequently, each ICO must be thoroughly analysed with respect to its regulatory
and capital market requirements. BaFin determines the applicability of the relevant
legislation, including the KWG, the WpIG, the ZAG, the WpPG, the KAGB and the
VermAnlG, case by case, depending on the specific contractual arrangements. Where tokens
resemble participation rights that might be classified as securities under the WpPG or capital
investments under the VermAnlG, a prospectus for the marketing of the tokens may be
required unless an exemption, especially for crowdfunding services under the ECSPR, applies.

The issue of fully digitalised offerings of securities has been the subject matter of
extensive discussions in recent years and was supported through a joint paper published by the
German Federal Ministry of Finance and the German Federal Ministry of Justice concerning
the future regulatory framework for blockchain-based securities and crypto-tokens.®” In light
of the objectives pursued by this paper, the German legislator adopted a new law (the Act
on Electronic Securities (€WpG), in force as from June 2021), which introduced optional
and partial dematerialisation of securities. The eWpG introduces the notion of an ‘electronic
security’ defined as a property object that is subject of a right iz rem. The new law gives the
issuers the choice between two types of dematerialised securities. The first type is subject to
registration with a central securities depository within the meaning of the Central Securities
Depository Regulation®® (Clearstream Banking AG in Germany) or with a licensed custodian.
The second type are crypto securities, registered in a crypto securities registry, typically based
on DLT, kept by the issuers themselves or by other entities. In this regard, keeping crypto
securities registries requires a licence from BaFin and is subject to the regulatory supervision.
With this step, the German legislator is following the path of other European countries
towards securities dematerialisation.®” In June 2022, the Regulation on Crypto Funds Units
(KryptoFAV) came into force, pursuant to which units in investment funds and in individual
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fund classes may be issued in whole or in part as crypto fund units (i.e., electronic unit
certificates that are entered in a crypto securities register). Crypto fund units may be kept by
the depositary or by another entity appointed by it that holds the BaFin licence, allowing it
to maintain a crypto securities register. Specific requirements are set forth in the Regulation
on the Requirements as regards the Electronic Securities Registers (eWpRV).

In addition to a prospectus requirement, any professional service provided in connection
with the trading of tokens — including an agreement to acquire, or the sale or purchase
of tokens, when qualified as units of account or crypto values — would, as a general rule,
require a licence from BaFin.”® Furthermore, issuers of tokens should be aware that consumer
protection laws might apply to the sale of tokens via the internet. Therefore, the underlying
contract may qualify as a distance contract resulting in information obligations according
to Section 312i of the BGB. Provided that the contract is considered as a financial service,
further information must be provided according to Section 312d of the BGB.”

At the EU level, the issue of cryptoassets, and thus also ICOs, has been recently
addressed by the European Commission as part of the EU Digital Finance Package published
in September 2020.” The Commission submitted a proposal for an EU-wide directly
applicable regulation on markets in cryptoassets (MiCA). The proposal generally applies a
comprehensive full harmonisation approach, including a unified regime on:

a transparency and disclosure requirements for the issuance and admission to trading,
operation, organisation and governance of issuers and in-scope service providers;

b consumer protection rules; and

¢ preventing market abuse and ensuring integrity of cryptoassets markets.

The proposal differentiates between the categories of cryptoassets, including cryptoassets (as
such), asset-referenced tokens (often referred to as ‘stablecoins’), electronic money tokens and
utility tokens. Generally, all cryptoassets (defined as digital representation of value or rights
that may be transferred and stored electronically, using DLT or similar technology) shall be
in the scope of MiCA if not already covered by the existing EU financial services regime (e.g.,
as financial instruments under MiFID II). However, non-fungible tokens (NFTs) shall be
largely excluded from the scope of MiCA. Regulated cryptoasset services shall include custody
and administration on behalf of third parties, operation of a trading platform, exchange of
cryptoassets for flat currency that is legal tender and for other cryptoassets, execution of
orders on behalf of third parties, placing, reception and transmission of orders on behalf
of third parties and providing advice. Certain relief, including exemption from the rather
detailed white paper requirement, shall apply to small and medium issuers where the total
consideration of an offer to the public does not exceed €1 million over 12 months. Stringent
requirements shall generally apply to stablecoins. The European Commission’s proposal has
been significantly developed; in June 2022, the European Parliament and the Council of the
EU reached a provisional agreement so that MiCA is likely to be adopted in the first half
of 2023.

MiCA is expected to provide legal clarity and certainty, promote safe development of
cryptoassets and the use of DLT in financial services, support competition and innovation
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while protecting consumers and investors and address potential financial stability and
monetary risks. In addition, the proposal is expected to increase the funding of companies
through ICOs and securities token offerings.

EU-wide regulation of cryptoassets, which are the major application of DLT and
blockchain technology in finance, goes hand in hand with the DLT Regulation,” the proposal
for which was adopted by the European Commission as part of the EU Digital Finance
Package back in September 2020. The DLT Regulation introduces rules for a pan-European
blockchain regulatory sandbox aimed at allowing fintech companies active in the field of
DLT and blockchain technology — both incumbents and new market entrants — to benefit
from temporary derogation of specific regulatory requirements under regulatory supervision
while ensuring the keeping of appropriate safeguards. Under the new sandbox regime fintech
companies shall be subject to all regulatory requirements that are generally applicable to
them on account of the regulated business that they conduct, except for requirements in
respect of which an exemption has been granted by the competent supervisory authority in
accordance with the DLT Regulation. Under the DLT Regulation, the concept of DLT market
infrastructure comprises DLT multilateral trading facilities (DLT MTF), DLT settlement
systems (DLT SS) and DLT trading and settlement systems (DLT TSS).” In addition to the
development of innovative technologies, DLT Regulation is expected to enable the regulators
to deepen their understanding of the new fintech models and emerging technologies. DLT
Regulation shall apply from 23 March 2023 (except for two amending provisions that are
already applicable).

iii Money laundering rules

Tokensand cryptocurrencies in general are perceived as highly susceptible to money laundering
and terrorism financing. In this respect, a certain clarity with regard to the applicability of
the AML regime has been provided by the law implementing the Fifth EU AML Directive
in Germany, in force since 1 January 2020. As outlined above, the law introduced a broad
definition of crypto values and classified them as financial instruments under the KWG
and the WpIG. In principle, the scope of the definition generally includes tokens with
exchange and payment functions (e.g., cryptocurrencies) and tokens used for investment
(e.g., security tokens and investment tokens).”® This generally means that services concerning
cryptocurrencies and tokens — for instance, buying and purchasing cryptocurrencies in the
service provider’s own name for the account of others, advising on the purchase or sale of
cryptocurrencies or operation of a platform on which cryptocurrencies can be traded —
may fall under the scope of regulated services and require a KWG licence for, in particular,
principal brokering business,” investment brokerage,” investment advice® or operation of
a multilateral trading platform.' In addition, the management and safeguarding of crypto
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values or private cryptographic keys may require obtaining a KWG licence if other general
statutory prerequisites under the KWG (in essence, commercial character or a scale that
requires a commercially organised business undertaking) are fulfilled. Service providers whose
activities fall within the scope of KWG or WpIG licence requirements are obliged entities
within the meaning of the GwG, and must therefore adhere to the duties set out therein. These
include the obligation to conduct adequate customer due diligence, to implement adequate
risk management systems aimed at preventing money laundering and terrorism financing
and, as appropriate, notifying the Financial Intelligence Unit of any suspect transactions
as well as fulfilling respective reporting obligations in relation to the transparency register.
Nonetheless, even prior to the implementation of the Fifth EU AML Directive into German
law, cryptocurrency and ICO service providers were often required to obtain a KWG licence
and, as a result, comply with the German AML requirements. This was owing to the broad
interpretation of the term ‘financial instrument’ within the meaning of the KWG according
to BaFin’s previous administrative practice.'"’

Even aside from the significant developments concerning the licensing regime under
which certain new entities involved in the fintech business may require a licence from BaFin
and thus become — as obliged entities — subject to the AML requirements, the AML regime
is also constantly evolving. Pursuant to its action plan for a comprehensive EU policy on
preventing money laundering and terrorist financing of May 2020, in July 2021 the
European Commission published an AML/countering the financing of terrorism (CFT)
package,'®
addition to establishing an EU AML/CFT authority with direct supervisory powers over

which includes proposals for three EU-wide regulations and a directive. In

some of the riskiest cross-border financial sector obliged entities, the package aims to ensure
that various types of cryptoasset and crowdfunding service providers, as well as mortgage
credit intermediaries and consumer credit providers, become obliged entities subject to the
AML/CFT regime. The package further provides for a recast of Regulation (EU) 2015/847
on information accompanying transfers of funds (i.e., the Wire Transfer Regulation (WTR)),
which shall also apply to the transfer of cryptoassets. As far as the latter is concerned, the
German Federal Ministry of Finance issued the interim German Crypto Asset Transfer
Regulation (CATR) to ensure the traceability of cryptoasset transfers until the WTR revisions
come into force. The CATR provides for duties of care applicable to institutions and branches
seated in Germany that are engaged in conducting cryptoasset transfers. It entered into force
in October 2021 and shall apply until the WTR recast is finalised.

Certain changes in the German AML provisions have been introduced in the
course of the revisions in the sanctions regime in 2022, including the ban on payment in
cryptocurrencies in transactions over real properties located in Germany.
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VI OTHER NEW BUSINESS MODELS

Generally speaking, we can observe various trends in the fintech sector, including innovating
the trends already existing on the market (e.g., in the cashless payment segment and
neo-banking), new trends with disruptive potential (e.g., Al, QC, DeFi and metaverse) and
consolidating trends illustrated by full-service business models (e.g., ‘banking as a service’
(BaaS) and ‘embedded finance’ or ‘fintech as a service’ (FaaS)).

A relatively new and successful phenomenon on the German fintech market is the
development of ‘neo-brokerage apps’ operating mostly on a commission-free (or almost
commission-free) basis. The neo-brokerage firms offer trading in a variety of products, from
very selective to a wide range, including stocks, foreign exchange, commodities, exchange
traded funds and digital assets. The neo-brokers have recently become very popular because
of the nil cost (or very low flat fee) for users and also as a result of the growing interest
in investments and capital markets among retail investors trying to find new investment
opportunities beyond bank deposits bearing no or even negative interest. Neo-brokers
operate either on the basis of their own BaFin licence for the provision of financial services
or they use the services of a fronting BaFin-licensed institution that ensures compliance with
the regulatory requirements.

A current DLT and blockchain-related trend known as DeFi is a recent phenomenon
in the fintech business that could potentially become a part of digital disruption. As a
digital environment of a wide range of financial applications built on blockchain, including
borrowing, lending, exchange and issuance of tokens and asset-backed cryptoassets
(stablecoins), DeFi has raised significant interest and a financial boost since mid-2020,
including development of software solutions for the tokenisation of securities as well as
blockchain custody services. The German regulator, BaFin, included its interpretative
approach to DeFi and DAO:s in its FinTech Innovation Hub launched in September 2022.'%
BaFin points out that since DeFi applications are based on predefined protocols, they cannot
react to the changes of circumstances, and thus subsequent decisions are made by the token
holders within decentralised control processes (referred to as ‘on-chain governance’).!” To
the extent that the decisions of the holders of governance tokens are executed via automated
smart contracts that can no longer be modified, this is considered by BaFin a decentralised
autonomous organisation (DAQO).' BaFin indicates that this is a new segment, and thus
no established regulatory standards or sufficient transparency has been established yet.'"””
The use of the on-chain governance and smart contracts is what actually differentiates DeFi
from the ‘fake-DeFi” models described as DeFi for marketing purposes, but lacking on-chain
governance processes.'® Furthermore, DeFi applications are still in their early stages, partly
because the consumers still need significant knowledge of crypto environment to be able to
use DeFi; however, the development of DeFi could be influenced by increasing ‘tokenisation’
of valuables and real estate, among other things, which could be used within DeFin as a
‘blockchain-native’ collateral.'®
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A sub-trend in the fintech world that has recently started to develop is ‘wealthtech’,
focused on wealth and property management as well as general personal financial management
with the use of fintech tools. Furthermore, the fintech risk and compliance segment offers
solutions supporting regulatory, AML compliance and the compliance function in general,
sometimes also called ‘digital compliance’. This is also a segment in which Al is expected
to be increasingly deployed. In this regard, however, it still seems too early to discuss fully
established business models on the German market. In general, the operation of business
models involving the use of Al is subject to the regulatory requirements applicable to
business models in line with the technology-neutral approach of ‘same business, same risk,
same regulation’. This means that for each relevant fintech business model, careful analysis
should judge whether it falls within the scope of one or several regulated services and which
regulatory requirements apply. In essence, the licensed institutions using computer programs
and algorithms involving AT must ensure that they maintain a proper business organisation,''’
in particular, adequate and effective risk management, and that the use of these programs and
algorithms is in line with the general regulatory requirements. These requirements include
processes for determining and safeguarding the sustainability of services, internal control
procedures and internal control systems, adequate contingency plans, especially for IT
systems and complete documentation of business operations permitting seamless monitoring
by BaFin as well as compliance with outsourcing requirements. The exact arrangement of
the business organisation should be appropriate for the nature, scope, complexity and risk
content of the institution’s business activities. In this regard, the minimum requirements for
risk management in BaFin’s Circular No. 10/2021'"" and with the supervisory requirements
for IT in BaFin’s Circular No. 10/2017"2 have to be met. Further developments as regards
the Al segment may be expected in connection with the European Commission’s proposal for
a regulation laying down harmonised rules on Al, published in April 2021. The legislative
procedure is still pending.

With respect to the use of algorithms, BaFin has confirmed its approach in that it does
not grant general a priori approvals for the use of algorithms in decision-making processes
and that its administrative practice is technology-neutral.!"* The legal reasoning behind this
approach is generally twofold: the nature of the risk-oriented and ad hoc financial supervision
on the one hand and the lack of a statutory basis for general a priori algorithm approvals
on the other."” As to the former, the supervisory requirements do not primarily concern
the algorithm itself; instead, the focus of supervision is on the entire decision-making
process in which the relevant algorithm is embedded; therefore, compliance with general

110 See Section 252, KWG.
111 See BaFin’s Circular No. 10/2021 (BA) — Minimum Requirements for Risk Management (MaRisk) of
16 August 2021: https://www.bafin.de/SharedDocs/Downloads/EN/Rundschreiben/rs_1021_marisk_ba_
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of 5 February 2018, updated on 3 December 2021: www.bafin.de/SharedDocs/Downloads/EN/
Rundschreiben/dl_rs_1710_ba_BAIT_en.html.
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Algorithmen.html (only available in German).

115 ibid.

93



Germany

requirements on proper business organisation and risk management plays a key role."® With
respect to the lack of a statutory legal basis for algorithm approval, two exceptions should
be noted in which the regulation of the use of algorithms may be derived from the law
itself (e.g., determination of capital and solvency requirements). However, even in these
cases, the supervisory authorities will not grant an a priori approval. Instead, they conduct
a risk-oriented assessment of the relevant decision-making and other procedures taking into
account the available data and its quality.'"”

The approach of technological neutrality also applies generally to the regulation of
KWG and WpIG licence requirements. In this respect, one might consider high-frequency
trading (a special form of proprietary trading)''® as an exception. Per definition, high frequency
trading includes the use of algorithms for the sale and purchase of financial instruments.'”
While German supervisory rules generally do not provide for specific notification obligations
in the case of the use of particular software or algorithms, high-frequency trades have to
adhere to specific notification requirements.'?°

Worth mentioning in the context of recent and successful fintech-related business
models is the increasing digitalisation in the insurance sector. New service providers have
evolved that primarily broker insurance via smartphones quickly and simply. Certainly, these
brokers must also comply with the general information duties relating to the brokerage of
insurance contracts. Furthermore, increased activity can be expected in the ESG-related
fintech segment.

Also successful, but not strictly new, are product comparison websites, which have
become very popular with price-conscious consumers. The influence of these offerings on the
market is governed by the general competition rules. These include that price comparison
tests must be performed in a competent manner, seck to be objectively accurate and be
neutral.'! Furthermore, the incorporation of ‘fintech banks™ is noteworthy in connection
with new business models. These fintech banks hold a comprehensive licence to conduct
banking business but still perceive themselves to be fintech companies. Their business model
is based on digitalisation, and they partly offer white-label solutions, namely they may
seek to cooperate with other fintech companies that need licensed banks for their business
model. This illustrates that some fintech banks position themselves as ‘platform banks’, where
cooperation partners may find specific service offerings that they can use to complement their
own products or services. Thus, offering ‘banking as a service’ (BaaS) has become an attractive
business model for some innovative fintech companies in Germany. Furthermore, business
models described as ‘embedded finance’ and comprehensive ‘fintech as a service’ (FaaS) offers
by non-banks seem to be a high-potential trend.

116 ibid.

117 ibid.

118  See Section 2(2), No. 10d, WpIG and Section 1(1a), sentence 2, No. 4d, KWG.

119 See BaFin, Generelle Billigung von Algorithmen durch die Aufsicht? Nein, aber es gibt Ausnahmen,
17 March 2020, www.bafin.de/SharedDocs/Veroeffentlichungen/DE/Fachartikel/2020/fa_bj_2003_
Algorithmen.html (only available in German).

120 See Section 80(2), sentence 5, WpHG.

121 Federal Court of Justice, decision of 9 December 1975 — VI ZR 157/73, Warentest I1.

94



Germany

VII INTELLECTUAL PROPERTY AND DATA PROTECTION
i Intellectual property

A business model, as such, cannot be protected by copyright law. Therefore, it is not
uncommon for successful fintech business models to be copied and optimised. Computer
programs, however, that are characterised by a minimum of individuality and originality
are subject to copyright protection according to Section 2 of the Act on Copyright and
Neighbouring Rights (UrhG).'#

Under German law, copyright can be neither registered nor transferred, as the
copyright itself emerges the moment the piece of work, such as the software, is created by
its actual originator.'”® The capacity of being the originator is strictly connected to a natural
person and may therefore not be transferred. Obviously, the lack of registration leads to
various practical problems that often result in lawsuits. Nonetheless, a licence may be granted
enabling the holder to make use of the piece of work in every matter or in particular matters
(Section 31 of the UrhG). Employees and their employers implicitly agree on a full licence
by drafting the employment contract.!* Therefore, the employer may make use of the piece
of work. Concerning computer programs, another rule applies (Section 69b of the UrhG),
which grants the employer even more rights. Unless agreed otherwise, the employee is owed
no compensation.'?

The emergence of new trends and business models brings new issues from the perspective
of multiple branches of law, including copyrights; for example, NFTs (i.e., cryptographic
tokens), which are not interchangeable with respect to their technical characteristics and
are in that sense unique.'® Irrespective of the supervisory approach, which is as such
technology-neutral, the relevance of digital processes connected with NFTs for the purpose
of copyright law still needs further clarity.

ii ~ Data protection

Generally speaking, data protection is governed by the General Data Protection Regulation
(GDPR)," which replaced, to a material extent, the previous version of the Federal Act on
Data Protection on 25 May 2018 without, however, changing the fundamental principles of
German data protection law. The GDPR intends to prevent the collection and use of data
related to individuals unless it is duly necessary to do so (Article 1 of the GDPR). Data are
considered to be related to individuals if the responsible body has the legal means that enable
it to identify the data subject.'*®

Collection and processing of data related to individuals is only permitted if it is explicitly
allowed by law or if the data subject consents (Article 6(1) of the GDPR). Additionally, the
user must be informed about the nature, extent and purpose of data collection.
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Digital profiling has to comply with the general principles stated above. The GDPR
does not regulate digital profiling, as such, but focuses on some of its typical forms:

a  the automated individual decision-making, including profiling, must comply with
Article 22 of the GDPR; and
4 adecision that produces legal effects on the data subject or has a similarly significant

influence on the data subject must not be based solely on automated processing (Article

22(1) of the GDPR).

However, Article 22(1) of the GDPR shall not apply if the decision:

a is necessary for entering into, or the performance of, a contract between the data subject
and the data controller;

4 is authorised by law to which the controller is subject and that also lays down suitable

measures to safeguard the data subject’s rights and freedoms and legitimate interests; or
¢ is based on the data subject’s explicit consent (Article 22(2) of the GDPR).

VIII YEAR IN REVIEW

Considering the developments in the fintech sector over the past months and years, the
following trends appear worth emphasising.

Opverall, it seems that the fintech market in Germany has continued to demonstrate
growing maturity and has reached a consolidation phase. This, and the fact that fintech
companies in Germany have been able to implement commercially viable business models,
is illustrated by recent financings, which resulted in market evaluations of some German
fintech companies exceeding €1 billion with one scratching the ‘decacorn’ threshold.'®
However, scaling their operations is still difficult for many local fintechs, which may also be
a result of the increasing efforts of incumbent institutions to take advantage of the lessons
learned from fintechs in terms of innovation and customer experience. Traditional players in
the financial sector use these insights not only by establishing cooperation and partnerships
with fintech companies and including fintechs in their value chains, but also by developing
their own digital offerings.

Certain challenges for the regulatory sector in Germany have been identified in the
aftermath of the Wirecard insolvency considered to be the result of an extensive fraud. In
consequence, the German legislator adopted the Act on Strengthening the Financial Market
Integrity, some of which came into effect in July 2021 and some in January 2022, which
provides for a significant increase on the liability caps of auditors, mandatory rotation rules
and auditors” rights and regulators’ supervisory powers with regard to outsourcing service
providers. Furthermore, BaFin has been allowed to apply ‘mystery shopping’ in relation to
licensed entities by engaging trained fieldwork customers to support the identification of
infringements. This legislative activity and the recent administrative practice suggest that
BaFin will adhere to its principle ‘same business, same risk, same regulation’ approach and
pursue it even more diligently.

The importance of digital technologies for financial markets and the need for legal
clarity has been visibly recognised by the legislators and supervisors. At the EU level, this
is particularly reflected by several proposals of legislative packages on matters such as

129 www.startbase.de/reports/diese-deutschen-start-ups-haben-einhornstatus.
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cryptoassets, cryptocurrencies, stablecoins, ICOs and DLT regulatory sandbox as well as
consolidated supervision. These proposals have partly already entered into force and are
partly still at the stage of pending legislative procedure.

In Germany, the recent implementation of the Fifth EU AML Directive providing
for a broad legal definition of crypto values not only resulted in enhanced AML obligations
for service providers engaging in the cryptocurrency business but also introduced a licence
requirement for the crypto custody business. Furthermore, the recently introduced eWpG
outlined the legal framework for partial dematerialisation of securities with the use of DLT
and blockchain technologies in Germany.

IX OUTLOOK AND CONCLUSIONS

Given the numerous initiatives at an international, EU and national level dealing with the
regulatory challenges of fintech, both those recently adopted and those still in the legislative
procedure, it seems that the legal framework for the operation of fintech business models is
becoming significantly more harmonised and expressly regulated. This, however, does not
necessarily need to be detrimental to fintechs and their offerings. The new regulatory and
licensing regime is likely to bring more clarity for the market participants as well as further
increase the transparency for, and protection of, customers.

A clear and harmonised licensing regime in all EU Member States, addressing certain
fintech-related services such as in the field of the cryptoasset market, once adopted, would
facilitate the use of the EU passport. Fintech, DLT and blockchain technology will most likely
benefit from the new DLT Regulation introducing the EU sandbox model. However, because
various key legislative proposals have been adopted, but are not yet applicable, and because
some of these are still undergoing the legislative procedure, it remains to be seen how the
harmonised regime will influence the fintech market in practice and how the regulators will
deal with the application of an increasingly detailed regulatory framework to the constantly
evolving fintech environment.

Aside from further DLT and blockchain development, and the possible related
challenges, new developments can be expected in the areas of big data, QC and AL

Finally, it remains to be seen how the current economic and political situation will
impact the fintech market in the long term.
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