Al in corporate legal departments

Use cases and Al-specific legal questions

August 2024



1IN

Foreword

Over the last few decades, the rapid development of artificial intelligence (Al) has pro-
foundly changed many aspects of the economy and society. Since ChatGPT’s break-

through in November 2022, increasingly versatile Al models are emerging that are known
as large language models (LLMs) and have the ability to perform a wide variety of tasks.

Technologies using artificial intelligence promise to revolutionise legal work by automa-
ting repetitive tasks and analysing large amounts of data. The use of Al offers a wide
range of potential applications, from contract reviews and risk assessments to automated
advice. This raises the question among legal professionals whether their job will become
obsolete in the future or whether they will be able to seize the opportunities Al provides
and integrate it as an aid in their day-to-day work. In a survey conducted in April and May
2024, we asked legal departments whether and how they implement Al in their work and
which use cases they consider especially promising for the future. We were also interested
in what Al-related legal issues other departments had raised with the legal department.

A key objective of this survey is to provide readers with a solid foundation for evaluating
the potential and risks of using Al in their own legal departments. We want to help ensure
that Al is seen not only as a technical tool, but as an integral part of future-oriented legal
advisory practice, combining innovation with ethical responsibility.

We would like to thank everyone who took part in our survey. Your commitment and
openness have enabled us to present a report painting a picture of how legal depart-
ments currently use Al and which Al-related legal topics they deal with.
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The potential of artificial intelligence is currently not being fully utilised in the legal depart-
ments of the companies surveyed. Only a quarter of respondents already use Al tools.

When implementing Al tools, legal departments overwhelmingly rely on common standard
solutions rather than developing custom solutions themselves. Up to now, Al tools have
primarily been used for the automated analysis of documents and text and document

management purposes.

One factor explaining the limited use of Al is the low level of digitalisation in many legal
departments. Around two thirds of respondents also stated that they do not currently have
a specific budget for financing Al solutions.

Moreover, the majority of companies do not have any Al guidelines or policy. There is an
urgent need for action here, as over half of the respondents plan to use Al tools in the near
future. Even if there are no plans to do so, adequate precautions must be taken to ensure
that employees do not use Al solutions on their own initiative.
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Companies are conservative in their expectations regarding the future impact of Al in legal
departments. On average, respondents estimate that Al will only replace or optimise around
a fifth of existing legal tech solutions. This could be due to factors such as the lack of ex-
plainability of Al output, implementation costs, and technological and legal challenges.

In general, the companies surveyed see Al as providing many opportunities, especially for
reducing repetitive work (61%). So it is all the more surprising that only a minority (42%)
expect actual cost savings. This is likely to be due, among other things, to the low level
of digitalisation. The actual introduction of Al applications appears to be associated with
significant costs such as the specialist staff training required. In any case, the vast majority
of respondents (73%) see this as the biggest challenge. In addition, almost half (44%) regard

Al technology as a security risk.

There is already a clear need for advice on Al within companies today. More than half of
the legal departments stated that they had already provided advice on Al issues within the
company. In terms of content, the enquiries primarily centred on compliance matters and
IP issues and were mainly submitted by the IT department and the management.
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1. Use of Al in legal

departments

Digital maturity of legal departments

Legal departments must be digitally mature
to be able to use Al solutions successfully.
However, based on a self-assessment it
appears that not even half (43%) of the
legal departments think they have at least
an established level of digitalisation. Within
this group, only a small group also consi-
ders itself to be advanced.

The vast majority admit that their level of
digitalisation is in need of significant im-
provement or is still at the development
stage. In about a third of legal departments,

digital processes are still under construction.
20% of respondents even believe that their
departments have significant room for im-
provement in terms of digitalisation.

These results underline the need for further
investment and strategic initiatives to drive di-
gital transformation in legal departments and
increase their efficiency and effectiveness.

Only two out of five legal departments
are digitally mature

43 %

at least established

Question: : How do you view the digital and technological
maturity of your legal department?

Basis: All companies | Figures in %

Advanced
Established

Under construction

Significant room for growth

No assessment possible
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Statements on the use of Al in companies’
legal departments

Although the majority of the legal depart-
ments surveyed do not yet see themselves
as well positioned in terms of their internal
digitalisation process, those in charge re-
cognise the potential that Al and in particu-
lar LLMs bring to legal work. However, this
contrasts with enormous challenges when
implementing such processes.

Interestingly, while 61% of respondents
agree with the statement that the use of
Al reduces repetitive work, only 42% expect
direct cost savings. The introduction of Al
applications seems to be associated with
significant costs such as the specialist staff
training required. In any case, 73% of re-
spondents see this as the biggest challenge.

However, they see benefits in terms of
improving quality and increasing employee
satisfaction. In contrast, at present very
few respondents regard improving a legal
department’s ability to build trust among
stakeholders as an advantage of Al use.
This illustrates a lack of confidence in Al.

Given the technical and legal challenges
of implementing Al, it is not surprising that
almost half of the companies surveyed also
associate its use with security concerns.
It is therefore important to allay such con-
cerns and strengthen trust in order to use
Al efficiently in legal departments.
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Use of Al in legal departments provides prospect of increased efficiency

(but only with properly trained users)
The use of artificial intelligence...

... requires employees to develop new skills.

... reduces repetitive work.

... increases security risks.

42

... enables potential cost savings.

38

... improves the quality of services.

34

... increases employee satisfaction.

P

... improves the ability of the legal department to build up trust among stakeholders.

Question: How far do you agree with the following
statements on the use of Al in your legal department?

Basis: All companies | Figures in %, “agree”

44

61

73



Future impact of Al

While the majority of respondents recognise the opportunities created by using LLMs
in their legal department, most of them expect Al to optimise or replace only a fifth (!)
of their existing legal tech infrastructure.

Many participants assume that Al will only influence up to 10% of the current systems
landscape. This demonstrates rather conservative expectations regarding the impact
of Al in legal departments. Although a significant proportion can see opportunities for
improving existing solutions through Al, only a small minority expect Al to change more
than 30% of the legal tech infrastructure.

To what extent will artificial intelligence replace
or optimise your existing legal tech solutions?

Most participants do not expect artificial intelligence to optimise or replace
a large part of the existing legal tech infrastructure (or at least not yet).

average assessment

More than 30%

20.3%

21to 30%

11 to 20%

Up to 10%

No assessment possible

Question: What is your assessment: To what extent will artificial intelligence
replace or optimise your existing legal tech solutions?

Basis: All companies | Figures in %

1IN
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Assessment of the Al tools market

One reason for the reluctance to implement Al could be the market, which has been con-
sidered very opaque up to now. With the rapid progress made by artificial intelligence,
a market in Al tools in the B2B sector has also been quickly established. This is growing
steadily, especially since the breakthrough of ChatGPT. Chatbots, speech recognition
software, virtual assistants — the range of Al tools available today is larger and more
diverse than ever before. In particular, large language models (LLMs) provide a basis for a
wide range of applications in a legal context.

However, according to the vast majority of survey respondents, the B2B market in Al
tools suitable for use in legal departments is still in its infancy. As many as 74% of re-

spondents agree with the statement that the market in such Al tools is in its infancy
and is still very opaque.

Market in Al tools not considered well established by most respondents

Already at an advanced stage of
development, becoming
more clearly defined

Transparent and very
well developed

None of the above, 1

no assessment possible

Only in its infancy,
still very opaque

(118
L
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Question: What assessment of the market in Al tools for the legal advisory market
or legal departments are most correct from your point of view?

w
p o

Basis: All companies | Figures in %
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Al sourcing

Although a large majority of respondents
believe that the current B2B market is still
very opaque, legal departments overwhel-
mingly opt to purchase standard Al tools
rather than developing their own products.

This is likely to be due to a number of fac-
tors. Developing your own products invol-
ves various challenges compared to using
standard software, starting with the poten-
tial security risks and continuing with the
regular maintenance required. If you opt for
a standard solution, you do not always have
to worry about keeping the tool up to date
with technical developments, unlike with a
custom solution. Creating custom solutions
not only requires large financial resources
and staff with technical expertise to ensure
that the solution is successfully developed
and continuously adapted to reflect techni-
cal advancements, but the stricter legal

17

requirements for Al manufacturers must
also be taken into account. Especially the
EU’s new Al Act imposes extensive com-
pliance obligations especially on providers
(developers) of high-risk Al systems and
general-purpose Al models.

The main advantage of developing custom
software is that targeted solutions can
be found for a firm’s own very specific use
cases. This aside, it is always necessary
to weigh up whether the desired results
could be achieved more easily by using
combined solutions (such as specially
configured RAGs (retrieval augmented
generations) or specific prompting.
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Make or Buy: convenient, out-of-the-box
solutions most needed

We mainly use custom solutions

No assessment possible developed in-house

Neither/nor, different

We mainly use ready-made
out-of-the-box solutions

Question: What solution do you use when implementing your Al tools?

Basis: Companies with at least one use case at planning stage | Figures in %, rounding difference
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Share of legal tech budget set aside for Al tools

Although legal departments are focusing on acquiring standard software, budgeting for
this is still in the early stages. At least two out of three companies do not yet have dedi-
cated financial resources for the use of Al tools in their legal departments. Al, which on
average makes up 6.3% of the legal tech budget, still plays only a minor role. Although
the potential of Al has been recognised, many companies are still hesitant to make actual
investments in this field.

Only a small proportion of respondents (22%) have planned any specific figures at all,
with these usually being in the low single-digit percentage range of the total legal tech
budget. Very few respondents plan to use more than 20% of their budget for Al tools.
This distribution is likely to shift in the coming years.
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Two out of three companies have not planned
any specific Al budget yet

More than 20%
No assessment possible

11-20%

6-10%

average

6.3%

No (specific) budget 1-5%

Question: What share of your legal tech budget is intended for the use of Al tools?

Basis: All companies | Figures in %

20



Al use cases

Before purchasing or developing Al tools,
companies have to determine their specific
needs for options and solutions, bearing
in mind the areas in which the department
is active (referred to as “use cases”). To
increase efficiency, legal departments need
to establish what repetitive tasks can be
reduced and what costs can be saved by
using Al. They also have to evaluate whether
it is possible to maintain the quality of legal
advice at the same level or even improve it.

There are many possible use cases for Al
applications. In connection with text and
documents, they range from creation, ma-
nagement and research to analysis. Even
automated legal advice is potentially a use
case. The following chapter will show which
possibilities these categories actually offer.

Use of Al in corporate legal departments is
currently still limited. Only a quarter of the
companies surveyed already have at least
one use case. In none of the categories

21

shown does current use exceed 10%. Never-
theless, more than half of the respondents
recognised that the future of innovative and
digitally advanced legal departments lies
in the effective integration of Al in order to
meet ever-stricter requirements. Almost half
of the respondents plan to introduce Al sys-
tems by 2025. The majority of them intend
to use Al tools for the automated analysis
of documents and texts and for document
management purposes. These solutions
allow lawyers to efficiently review contracts,
judgments and other legal documents and
to achieve automated data management.
It is hardly surprising that only a few respon-
dents regard automated legal advice as an
area where Al can be applied.
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Current deployment of Al use cases still very limited

Future use potential growing rapidly — > 50% already plan to deploy Al

18

Document, text analysis

16

Document management

15

Document research

12

Document and text creation or revision

14

-
=y

Automated “advice”

31

29

26

25

Question: To what extent does your legal department use or plan to

use Al tools for the following possible applications?

Basis: All companies | Figures in %

25% use Al in at least
one field of application.

53% use Al or plan to
use it in the future.

. Already in use
Use planned 2024

Planned from 2025

22
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Document creation

25 out of 100 companies stated that they use or intend to use Al for document creation.
There are clear preferences for the use cases currently used or planned:

One of the most popular areas of application at the moment is translation
tools. Applications such as DeepL Translator are used to create high-quality
translations.

Al is also used to draft and amend contracts. Since there are significant
legal differences between the various types of contract, it makes sense
to develop in-house solutions or to buy highly specialised tools so that the
results meet the necessary quality standards.

The third use case is support for daily correspondence. Large language
models are particularly suitable for drafting emails due to their enormous
capabilities in understanding context and generating natural language
(and they save a considerable amount of time). The large models ChatGPT

4.0, Gemini 1.5 and Claude 3.5 have a strong foothold on the market. Micro-
soft Copilot also has the advantage of being directly integrated into the
Microsoft Office environment so it can be used efficiently through links
to calendars, previous messages, etc.

Document analysis

31 out of 100 companies plan to use or

already use Al for their document analysis:

Contract analysis, including reviews, red
flag checks and synopses, is at the top of
the list. Al-powered solutions use techno-
logies such as natural language processing
(NLP) and machine learning to analyse
the entire contract text, identify relevant
information and recognise patterns. This
ensures more thorough and precise analysis
and enhances the efficiency of the entire

Other applications include

process. 71% of this group plan to use an Al
tool for this purpose, while 19% are already
using one.

One example of the use of intelligent data
analytical tools that interpret, analyse and
visualise complex data in an intuitive and user-
friendly way is for analysing large amounts of
data and automatically creating summaries.

Around 30% of these 25 companies already
use Al tools for the purposes described
above, while the remainder plan to introduce
them by 2025 at the latest. The majority

(60%) want to create policies for the use
of Al tools. A small number also use Al to
draft letters of claim, authorisation requests
or written warnings.

Summarising individual documents, such as laws or written submissions.
The aim of using Al is to process and condense large documents quickly
and accurately.

recording and summarising meetings. Al tools help to document meetings

efficiently and make essential information quickly accessible. These tools
also make it possible to follow several meetings at the same time: you can
concentrate on one while others taking place at the same time are automa-
tically summarised. However, as things currently stand, only a small propor-
tion of companies plan to use Al for these purposes by 2025.
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Document management

29 out of 100 companies already use or plan to use Al for document
management purposes. Various use cases also come into play in this context:

One specific example is the use of Al in licence management, which auto-
matically monitors and manages contracts and licences. The solutions help
to efficiently organise licence agreements and meet deadlines.

In intelligent archiving systems, tools supported by Al algorithms are used to
automatically classify and archive documents. These systems make it easier
to find and manage large volumes of documents and help to improve the efficiency
and accuracy of document management.

In contract and deadline management, companies can use Al-based solutions to
analyse contracts, identify risks and automatically monitor important deadlines.

These tools help to minimise contractual risks and reliably meet legal requirements.

Specialised Al tools are available for managing patents, trade marks and
designs. These applications assist companies when researching, analysing
and managing intellectual property and help to optimise innovation processes
and effectively protect intellectual property rights.

Currently, companies most commonly use an Al tool for licence management.
However, respondents see the greatest potential for future use in the area of
intelligent archiving systems. 71% of this group intend to implement Al solu-
tions that can markedly increase efficiency and reduce the costs of document
management.

25
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Document research

26 out of 100 companies already use or intend to use Al for
document research in various areas:

For research within a company’s own databases, tools such as Elasticse-
arch and IBM Watson Discovery can be used. These solutions enable fast
and precise searches to be performed within large databases by extracting
and analysing relevant information from different sources.

For legal research, Al-powered platforms are available that provide access

to extensive legal databases and use Al to increase efficiency and accuracy
when searching for relevant literature and case law.

For their recruiting processes, companies can use tools that offer Al-based
assessments and interviews to identify the best candidates for legal positions.
However, traditional methods are still preferred over Al tools in this area.

The focus is currently on legal research and research in in-house data-
bases. AlImost a quarter of the companies that already use an Al tool or
plan to do so in the near future use it for these purposes. More than two
thirds of these companies are also planning to introduce such a tool.
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Automated legal advice

Just 14% of the companies surveyed have already established an Al tool for
automated legal advice or are planning to do so. Nevertheless, this area also
offers great potential:

One possible application would be the automated reviewing of
contracts using a company’s own contract playbook. This playbook
would contain standardised clauses, preferred contract terms and
guidelines that ensure compliance with internal policies. By using
Al-powered systems, contracts can be quickly and accurately revie-
wed against these rules, allowing errors and discrepancies to

be identified and corrected early on.

Apart from pure contract analysis, Al-driven systems can also
suggest compromises for contract negotiations and carry out the
corresponding revisions. They can simulate various scenarios and
compromises to find optimal solutions that serve both the inter-
ests of the company and those of the other party. This feature
enables a quick response in negotiating scenarios and flexibility
with regard to change requests.

A compliance chatbot can also be a valuable support for the legal
department. Such a chatbot can advise employees on compliance
issues by providing information based on the current legal situa-
tion and internal guidelines and policies. It can also help identify
potential compliance violations and suggest appropriate measures.
This helps to ensure that the company always acts in line with legal
requirements and internal guidelines.

Overall, automated advisory functions can help reduce the workload for companies’
legal departments. By using automated contract reviews, negotiating aids, sug-
gested compromises and compliance advice, companies can make their legal
processes more efficient. Nevertheless, the respondents are initially still critical
about their use. One reason for this may be that there are still concerns about
the lack of accuracy and plausibility of Al solutions.
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Where Al use cases are at least planned: Al tools used Al tools used

(Legal) ChatGPT applications mostly used To round off the survey, legal departments that had established or were planning at least
one use case were asked about the tools they actually used.

The main focus is on the use of the ChatGPT and Microsoft Copilot language models,
which currently have a high profile in the market. Due to OpenAl’s pioneering role in laun-
ching ChatGPT (based on their GPT-3.5 model) on 30 November 2022, their system has
so far proven to be more popular than Microsoft’s competitor software. However, integra-
ting Microsoft Copilot into Office applications is the first step towards a personalised Al
agent in legal departments, which is seen as one of the key opportunities for the future.

MS Copilot/Office functions

(o))

Products developed in-house

N

Juris

N

Pacta.ai

N

Quilk

0o

Other tools

Question: What Al tools do you specifically use or plan to use?

Basis: Companies with at least one use case planned | Figures in %

N

9 30



Al policies

It is striking that only 42% of the companies
surveyed have implemented Al policies or
guidelines or are currently developing them.

There is an urgent need for action at all
companies, but especially at those planning
to implement Al in the near future or where
Al is already in use. Al policies are essential
for mitigating security risks and legal dan-
gers, making employees aware of risks and
responsible use, and setting specific rules
for the use of Al. The scope of the rules set
out in the Al policy depends on how the Al
is used: it can be used internally (e.g. for
research or creating emails), third-party Al
can be integrated into a company’s own pro-
duct (e.g. embedding an LLM in a chatbot),
or the Al itself can be the product or service
for the company’s customers.

31

Although many legal departments have
not yet officially integrated Al into their
workflows, employees may use Al and in
many cases will do so — especially chatbots
(above all ChatGPT, Gemini, Claude and
Bing Chat) — to perform work tasks more
efficiently. This leads to the problem of
“shadow Al”, in which Al is not officially
allowed but is in fact used by employees
within the company. Al usage that is tole-
rated but not regulated by appropriate
policies entails considerable legal risks in
relation to data protection, the protection
of trade secrets or client confidentiality,
for instance.

Even if no Al is used in the company yet, it
is highly advisable to introduce a general Al
policy addressing the risks of shadow Al.

Policies or guidelines exist or are currently
being developed at 42% of companies

No assessment possible

42 %

policy/guidelines
exist or are being

developed
None of the above

Question: Does your company have an Al policy or guidelines?

Basis: All companies | Figures in %

1IN

Al policy/guidelines
already in place

Al policy/guidelines being
developed at the moment
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2. Legal advice with
regard to Al

The integration of Al in companies is becoming increasingly relevant. Alongside the use
of Al and continuing regulation, the need for specialist advice is growing. This part of the
survey analyses the need for advice in legal departments with regard to artificial intel-
ligence and provides an overview of the complex and multi-layered challenges facing
in-house lawyers in this dynamic field.

Legal challenges of Al for legal departments

In the field of legal advice, the focus is on issues relating to IP, usage rights and
Al compliance, while Al-related employment law, liability, sourcing, governance,
ESG and M&A also play an important role.

IP, rights of use and know-how

Advice on copyrights and the use of training data is currently a key aspect of
legal advisory services within companies. Data licensing agreements and confi-
dentiality issues in the context of the German Trade Secrets Act (Geschéftsge-
heimnisgesetz-GeschGehQG) also play a key role.

Al input

With regard to copyright, there are issues in particular regarding the rights

to training data. Many Al models have been and are being trained with large
amounts of data that contain copyright-protected works. In principle, text and
data mining (on a large scale, for instance through web scraping) of lawfully
accessible works is permitted under section 44b(2) of the German Copyright
Act (Urhebergesetz — UrhG). However, according to subsection (3), as an excep-
tion this is not permitted if the rights holder of a copyright-protected work
has reserved the right to use the work in machine-readable form.

33
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In addition to the copyright requirements for text and data mining, during Al
training, requirements for entering into data licensing agreements may also
need to be observed. In view of Regulation (EU) 2023/2854 (known as the Data
Act)' adopted by the European Union at the end of 2023 and applicable from 12
September 2025, the question is how the data licensing requirement for holders
of non-personal data obtained from the use of loT-enabled devices and asso-
ciated services, as set out in Article 4(13) of the Data Act, affects the use of this
data for the training of Al systems. In particular, it will need to be clarified whether
the use of the data for training constitutes a use of this data and whether and
how the user will make this data available.

In addition to the use of third-party data, effective protection of internal data
must also be ensured, especially data that constitutes a trade secret in accor-
dance with section 2(1) of the German Trade Secrets Act. As part of any legal
advice, it must be ensured that confidentiality is sufficiently clear through
appropriate confidentiality measures such as internal categorisation of the data
(need-to-know principle) and technical protective measures (access barriers,
passwords, etc.). It is also relevant to sensitise people to the prohibition of
disclosing confidential data when using Al systems by means of internal policies
or guidelines.

! Regulation (EU) 2023/2854 of the European Parliament and of the Council of 13 December 2023 on harmonised rules on fair access to and use
of data and amending Regulation (EU) 2017/2394 and Directive (EU) 2020/1828, OJ L, 2023/2854, 22/12/2023.
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Al output

There is also a need for advice at the Al output level. For example, this may relate to the
protection of the Al output, as the output does not generally give rise to any copyrights.
Furthermore, third-party intellectual property rights may be infringed, for example if
the Al output is protected by copyright. Providers of Al systems or Al models try to use
filters to prevent the Al from delivering copyrighted output. However, this is not always
successful. In terms of contract drafting, the attribution of the Al output under the law
of obligations and a possible exemption from liability for the infringement of third-party
rights must therefore be considered. In addition, the reuse of content (prompts and Al
output) can be excluded by the provider.

Al compliance

Advice on general Al compliance issues currently focuses on the requirements of the
General Data Protection Regulation (GDPR)?® and areas where it overlaps with IT security
law, in addition to the issue of intellectual property. The entry into force of the Al Act?
expands Al compliance by adding a significant regulatory component.

Data protection

The focus is on compliance with the provisions of the GDPR. There is a certain tension
between artificial intelligence/big data on the one hand and the principles of data minimi-
sation and storage limitation on the other (Article 5(2)(c) and (e) GDPR). If personal data
is used to train Al or if the output of Al contains personal data, the question of a legal
basis within the meaning of Article 6 (or 9) GDPR arises in any case. Transparency/
information obligations, especially in the context of automated decision-making (see for
example Article 13(2)(f) and Article 14(2)(g) GDPR), including in the future in interaction
with Article 13 GDPR, will lead to certain challenges.

2 The Al Act was published in the Official Journal of the European Union on 12 July 2024. It is Regulation (EU) 2024/1689 of the
European Parliament and of the Council of 13 June 2024 laying down harmonised rules on artificial intelligence and amending
Regulations (EC) No 300/2008, (EU) No 167/2013, (EU) No 168/2013, (EU) 2018/858, (EU) 2018/1139 and (EU) 2019/2144 and

Directives 2014/90/EU, (EU) 2016/797 and (EU) 2020/1828 (Artificial Intelligence Act).

8 Regulation (EU) 2016/678 of the European Parliament and of the Council of 27 April 2016 on the protection of natural persons with

regard to the processing of personal data and on the free movement of such data, and repealing Directive 95/46/EC, OJ L 119,

4/5/2016, p1-88.
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Al Act

The EU’s Al Act contains a regulatory system based on product safety law. It creates hori-
zontal regulations for Al systems with a general purpose across all sectors. It takes a risk-
based approach and focuses on defining extensive rules for high-risk Al systems within the
meaning of Article 6(1) and (2) of the Al Act. For certain Al systems, especially those that
interact directly with natural persons, special transparency obligations apply in accordance
with Article 50 of the Al Act (e.g. deepfakes). It also sets out requirements for Al models
with a general purpose (Articles 51 to 56 of the Al Act). An examination of the substantive
scope of application, i.e. whether Al systems are actually Al systems within the meaning
of the Al Act (see Article 3(1) Al Act), combined with the risk classification and, of course,
the implementation of the obligations, will be an essential part of Al compliance in future.
However, this does not affect the General Data Protection Regulation, with which there are
significant overlaps.

IT security

Products with digital elements, the cybersecurity of which is largely guaranteed by the EU’s
Cyber Resilience Act*, can also contain or represent Al systems. In this field, there will increa-
singly be the question of how the cybersecurity requirements regulated there relate to those
of the Al Act, in particular in Articles 15 and 55(1)(d) Al Act.

If Al systems are operated by public or private organisations in critical sectors, such as energy,
transport and traffic, finance and insurance or healthcare, the NIS25 Directive also applies.
Article 21 of this Directive stipulates that Member States must ensure that the organisations
concerned introduce risk management measures in the area of cybersecurity. Here again, the
overlaps with the Cyber Resilience Act and the Al Act will pose challenges to be overcome.

4 Proposal for a Regulation of the European Parliament and of the Council on horizontal cybersecurity requirements for products
with digital elements and amending Regulation (EU) 2019/1020, COM(2022) 454 final, Brussels, 15/9/2022.

5 Directive (EU) 2022/2555 of the European Parliament and of the Council of 14 December 2022 concerning measures for a high
common level of cybersecurity across the Union, amending Regulation (EU) 910/2014 and Directive (EU) 2018/1972 and repea-
ling Directive (EU) 2016/1148, OJ L 333, 27/12/2022, p80.
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Employment law

In the area of employment law, there is a
need for legal advice especially when Al is
used in applicant selection, personnel ma-
nagement, dismissals and in relation to the
works council’s co-determination rights.
Particularly in the context of employment
law, the Al Act will have a significant influen-
ce on legal advice on the use of Al systems.
In the human resources (HR) department,

a large number of Al systems are usually
classified as high-risk Al systems within the
meaning of Article 6(2) in conjunction with

Annex lll no. 4 of the Al Act. In the area of
applicant selection, this relates to the
publishing of job advertisements and the
screening and evaluation of applications.
High-risk Al systems may also be involved
in personnel management (e.g. references,
promotions and job classifications) and dis-
missal (in the context of social selection),
especially if they influence decisions or
evaluate the performance and behaviour of
employees.

2

Classifying a system as a high-risk Al sys-
tem entails extensive compliance obligati-
ons for employers, depending on whether
they are the provider (developer) or opera-
tor (user) of an Al system.

The involvement of the works council must
also be taken into account. The German
Works Constitution Act (Betriebsverfas-
sungsgesetz - BetrVG) was amended by
the German Works Councils Modernisation
Act (Betriebsratemodernisierungsgesetz)®
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with regard to the use of Al. The use of Al
may lead to co-determination rights for the
works council. In particular, section 87(1)
(6) of the Works Constitution Act must be
observed when introducing Al systems and
section 95(2a) of the Works Constitution
Act when using Al for selection guidelines.
Furthermore, the employer may be obliged
to provide information about changes to
work processes when using Al in accor-
dance with section 90(1)(3) of the Works
Constitution Act.

6 Act on the Promotion of Works Council Elections and Works Council Work in a
Digital Working Environment (Works Councils Modernisation Act) of 14 June
2021.
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Al liability

The preventive provisions of the Al Act with the purpose of protecting the health, safety
and fundamental rights of EU citizens are supported in terms of liability for Al by the new
Al Liability Directive’, which is currently still in the legislative process, and the amend-
ment to the Product Liability Directive®.

The existing liability regime is therefore likely to be adapted as follows: the Al Liability
Directive is intended to relieve injured parties of the burden of proving non-contractual
claims in court in order to counteract the “black box” problem. A rebuttable presump-
tion of causality is intended to make it easier for injured parties to prove the causality of
damage. In addition, access to evidence is to be simplified by allowing injured parties to
request the disclosure of relevant evidence on high-risk Al systems if they can prove a
claim with sufficient plausibility. The new Product Liability Directive now also expressly
includes software as a “product” in accordance with Article 4(1). It remains to be seen
whether the Al Act will constitute a protective law within the meaning of section 823(2)
of the German Civil Code (Birgerliches Gesetzbuch — BGB). This may result in numerous
civil liability claims.

In addition to the current and future Yy
regulations for Al liability, there is
also a need for advice on contract
drafting. Indemnification clauses
play a central role in practice. Ope-
rators of Al systems are increasing-
ly agreeing clauses with users to
indemnify them against claims for
damages, for example if Al output
is protected by copyright.

7 Proposal for a Directive of the European Parliament and of the Council adapting the rules on non-contractual civil liability to artificial intelligence

(Al Liability Directive), COM(2022) 496 final.

8 European Parliament, Directive on liability for defective products, text adopted after completion of the trilogue procedure, P9_TA(2024)0132.
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Al sourcing

In the context of Al sourcing, there are
some special features to consider under
contract law. Here are some key aspects:
in particular, attention should be paid to
creating a transparent licensing and pricing
model and, if applicable, to potential liabi-
lity exemptions for the Al output if third-
party rights are infringed. It should also

be clarified to whom the Al output is to be
attributed under the law of obligations. Fur-
thermore, the areas of responsibility in the
context of liability must be clearly defined,
taking into account the relevant special
regulations (Product Liability Directive, Al
Liability Directive and general civil liability
under German law). In addition, a detailed
performance description of the Al model
should be provided, including the measures
taken against “hallucinations” produced by
Al. In this context, “explainable Al” (or XAl)
also plays a key role.

Al governance

There is demand for advice from legal
departments on Al governance in two main
areas: firstly, with regard to corporate law
issues relating to board decisions taken with
Al, and secondly with regard to the establish-
ment of an efficient Al governance structure.

The business judgment rule (second sen-
tence of section 93(1) of the German Stock
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Corporation Act (Aktiengesetz — AktG), ac-
cording to which management bodies must
act in the best interests of the company on
the basis of adequate information, provides

a gateway for the use of supporting Al sys-
tems, whether in the context of information
procurement or decision-making. In the same
context, issues of liability and attribution also
become relevant when using Al. Finally, it
must be taken into account that obligations
to use Al may also arise. Although this might
still be the exception at present, the boun-
daries may shift as the quality of Al improves,
particularly in the case of decisions based on
large amounts of data.

With regard to the establishment of an Al
governance structure, it is becoming rele-
vant to determine how to develop efficient
processes and guidelines with the involve-
ment of the entire company and, if possible,
by building on existing compliance structu-
res. This ranges from identifying use cases
and legal assessing these use cases in terms
of all legal problems at the various levels of
“input - algorithm - output” through to the
actual implementation of measures and
application of processes (such as responsi-
bilities, training and compliance with regula-
tory requirements).
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Al in the context of ESG

The deployment of Al systems gives rise
in particular to the question of compli-

ance with the German Supply Chain Due
Diligence Act (Lieferkettensorgfaltspf-

lichtengesetz, LkSG)® and with the draft
Directive on corporate sustainability due
diligence (CSDD) arises. Companies that
have their head office, principal place of
business, administrative headquarters

or registered office in Germany and now

Al in the context of M&A

In M&A transactions, Al currently still plays
a minor role in the advisory practices of
legal departments. In rare cases, Al has so
far been used for context-related compro-
mise proposals in negotiations, among other
things. However, there can be legal pitfalls
both in the use of Al in transactions and in
the takeover of Al companies. Thanks to
their processing ability, Al systems are ge-
nerally suitable for sifting, analysing, sum-
marising and evaluating large volumes of
unstructured data. However, due to the con-
siderable risks associated with a transac-
tion, a high degree of accuracy is required.
It is therefore important to check the quality
of the data, the reliability of the model and
the repeatability of decisions. Furthermore,
transparency and interpretability help with

generally employ at least 1,000 employees
must pay particular attention to the due
diligence obligations of section 4 onwards
of the Supply Chain Due Diligence Act. The
ban on unequal treatment in employment
under section 2(2)(7) of that Act will be of
particular importance in the operation of Al
systems if those systems produce biases in
their output.

identifying sources of error. A final check by
a human is essential for key decisions.

With regard to Al companies, increasing
M&A activities are expected in the future.
Numerous special features need to be taken
into account as part of the due diligence
process. These include the ownership of the
Al system, rights to training data, compli-
ance with the provider obligations of the Al
Act, liability management within the compa-
ny and the drafting of infrastructure con-
tracts regarding the use of graphics proces-
sors for running the Al. Due to the current
regulatory dynamics, future developments

should also be anticipated as far as possible.
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® The Directive on Directive on corporate sustainability due diligence (Directive 2024/1760 came into force on 25 July 2024. Member States have

two years to transpose it into national law and therefore amendments to the German Supply Chain Due Diligence Act are expected.
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Need for advice in legal departments

We also asked which departments in the company had sought legal advice from the legal
department on Al issues (see below); finally, we asked which Al legal issues they dealt

with most often.

43

Need for advice by department

The increasing use of Al in a company’s
departments leads to an increasing need
for legal advice. Over half of companies
(54%) have already sought legal advice
on Al internally. The majority of enquiries
come from IT departments and manage-
ment. Obviously, this is due to the central
importance of the Al strategy and the im-
plementation of Al. However, there is also
a need for advice to a lesser extent in nu-
merous other departments.

The results of the survey show that Al is
also finding its way into the areas of marke-
ting, production and finance, meaning that
more and more legal issues are coming
from these areas. The low number of
mentions in human resources is striking,

considering that in the future a large num-
ber of the Al systems used will be classi-
fied as high-risk Al systems as defined by
the Al Act. Due to the (upcoming) extensive
compliance obligations, there is likely to be
an increase in the need for legal advice in
HR soon.

The wide range of possible fields of appli-
cation for Al in companies makes it neces-
sary to build up all-round expertise inter-
nally in order to tap into the potential of Al
for each company. This is necessary not
only for employees to use Al responsibly,
but is also an obligation for companies as
operators of Al systems under the Al Act,
which came into force on 1 August 2024
(Article 4 of the Al Act).

1IN

Need for advice on Al issues within the company

IT departments and management most frequently sought advice on Al

40

Technology and IT

34

Management

[
(=]

Marketing, public relations

N
o

Production and operations

24

Finances

A total of 54% of companies
have already provided advice
on Al topics.

Human resources

. High demand

. Occasional demand

Question: To what extent is there a need for legal advice on
Al issues within the company?

Basis: All companies | Figures in %

Multiple answers permitted
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Need for advice by area of law

Legal departments that have already provided advice on Al were asked questions in par-
ticular about the compliance of Al-based business processes as well as IP, usage rights
and know-how (39%).

A significant proportion of legal departments (26 to 30%) have already provided advice
on Al in connection with employment law, procurement/licensing and liability issues. The
diversity of the legal requirements and effects of Al technologies makes it advisable for
legal departments to establish a structured approach to the challenges of Al and to pool
expertise at an early stage, so that Al implementation can be quickly and proactively sup-
ported from a legal perspective.
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Advice on Al topics

Mainly enquiries on compliance and IP aspects

Companies that have already provided Al advice cite the following topics:

39

Compliance of Al-based business processes

39

IP, usage rights and expertise

30

Al in employment law issues

26

Purchasing or licensing of Al tools

26

Al liability

______ [

Al governance

_ 9 A total of 54% of companies
have already provided advice

Al in the context of ESG on Al topics.

M-

Al in the context of M&A

Question: What issues have already been raised with you by the company
or group? Has your legal department provided advice on the topic of ...?

Basis: Companies that have already provided advice on Al topics | Figures in %

Multiple answers permitted
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Who is responsible for Al compliance?

A key question when setting up the Al
governance structure is: who is respon-
sible for compliance with legal require-
ments. If existing structures are used,
synergies can be leveraged quickly and
the ability to work can be established
quickly. Specialised Al committees have
so far been the exception. Instead, the
skills of the legal (62%), data protection
(56%) and compliance (48%) depart-
ments are pragmatically built upon and
the specific legal issues are raised with
those who already have the relevant
expertise.

As Al continues to be implemented and
requirements become stricter due to
continuing regulation, setting up dedi-
cated expert committees with pooled
Al know-how will also be an option for
many companies in the future.

This makes particular sense given that
Al-related legal issues often require
interdisciplinary knowledge and that
expertise can be increased and pooled
by setting up a committee.

Who handles Al compliance issues at your company?

Legal department

Data protection officer

Compliance department

36

Involvement of board/management

5

Al committee formed for this purpose

15

None of these

E

Don’t know/no answer

Question: Who handles Al compliance issues at your company?

Basis: All companies | Figures in %

Multiple answers permitted
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Other areas of application and advisory topics mentioned

by legal departments

The optional responses to the open-ended
question of which other areas of applica-
tion for Al tools are seen to exist in legal
departments were interesting. The respon-
dents particularly mentioned the intro-
duction of digital case files and contract
management. The use of Al can indeed
optimise file management and the organi-
sation of proceedings and facilitate quick
access to information.

In addition, many companies are aiming to
introduce their own solution for first-level
support for enquiries to their legal depart-
ments. This will let the legal departments
offer more efficient and scalable advisory
services by having frequently asked ques-
tions answered automatically and simple
problems solved directly by Al.

Using natural language processing, the tool
can improve the speed and accuracy of
interactions with internal clients.

The Al solution for internal communication
on individual legal issues is likely to pursue
the same objective, namely optimising le-
gal services. There are also plans to integ-
rate it into electronic correspondence with
courts and lawyers as well as to introduce

an Al system that takes insurance law issu-

es into account.

All of these topics illustrate the wide va-
riety of possible uses of Al in legal de-
partments. Instead of a “one size fits all”
approach, it is important for each legal
department to analyse its specific needs
and meet them with special Al solutions
or the specific use of general Al tools.

What other Al-related issues have already been raised
with you by the company or group?

In which other areas does your legal department

use or plan to use Al tools?

Integrating it into electronic

correspondence with Introducing
courtsandlawyers  djgital case files

In-house Al solution for

Search in external databases

first-level support

Al that takes insurance
law issues into account

Risk management Contract management

The answers to the open-ended question
as to which additional legal issues have
already arisen in the company were also
very revealing. Of particular interest to the
respondents were topics relating to data
protection and GDPR compliance when
using Al. Consequently, the need to intro-
duce guidelines or policies for the use of
Al tools was emphasised in this context.

Particular attention was also paid to issues
relating to personnel and work organisa-
tion: The respondents mentioned legal
issues surrounding automated training

recommendations for employees and the
use of Al to create timetables. There will
probably be a need for advice in this area,
particularly in employment law and data
protection law.

Finally, legal departments are also general-
ly involved in implementing Al in business
processes. This is a welcome approach, as
the early involvement of legal expertise and
its timely integration into such long-term
projects ensure that the introduction of Al
in the company is legally compliant from
the outset.
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Conclusion

51

This survey analysed the wide range of possible applications of Al in
the legal department and identified both potential and challenges. Alt-
hough Al technologies can bring about significant increases in efficien-
cy, around half of the companies surveyed are still reluctant to imple-
ment Al tools and do not plan to integrate them into their day-to-day
work in the near future.

Current changes in the market and the regulatory framework should be

followed with interest. The Al Act aims to strengthen user confidence
in Al systems and promote their acceptance. Targeted measures and

clear guidelines are intended to pave the way for a broader and more
efficient use of Al, including in legal departments.

The use of Al in legal departments could be a promising step towards
modern and future-proof legal services. The challenges should not
be underestimated and the transformation requires courage, a spirit of
innovation and a deep understanding of both the legal and technological
landscape. Only in this way can the legal departments of tomorrow not
only be more efficient, but also more resilient and dynamic.
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Survey design

Al in legal departments

Survey design

This report is based on a survey conducted in April and May on the use of

artificial intelligence in the legal departments of large German companies

in a range of industries. The study also asked which Al legal topics had Survey area
already led to a need for advice in the legal departments from within the Germany
company.

Target group

Decision makers in legal
departments at large companies

Q

A total of 100 telephone interviews were carried out using a top-down

approach based on company size. Almost all of the companies surveyed

generated a turnover of over 100 million euros in the past year, and at

many companies turnover came to over one billion euros. Companies Selection process
from the manufacturing, trade and service sectors were interviewed - the Top-down by company size
survey did not reveal any significant differences between the individual

sectors.

Method

Telephone interviews

The survey results are presented in two parts: the first part highlights the
use of Al in legal departments, while the second deals with the demand

for advice from legal departments regarding Al-related legal issues. Sample size

Dj 100 interviews

Survey period
April and May 2024

Hi S

Survey institute: Verian

Note on methodology: The percentages shown are rounded to the nearest whole number. For questions with several
possible answers, the sum of the responses may exceed 100%.
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Noerr

In a rapidly changing world, Noerr anticipates developments, transforming change into
advantage and charting new ways into the future. Covering the full depth and breadth of
corporate and business law, its 500+ advisors craft solutions with a strategic perspective.
Together they help international corporations, family-owned businesses, financial investors
and the public sector to achieve maximum possible impact, sustainability and resilience.

Noerr partners with top law firms worldwide and is the exclusive member firm in Germany
for Lex Mundi, the world’s leading network of independent law firms with in-depth expe-
rience in 125+ countries.







